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Machine Learning (ML) models as components of
ML-enabled systems
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Software systems that uses ML to provide value for users
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Data scientists tend to focus on ML model building
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This is not enough!

The Big Challenge to have an impact:

know how to take an idea and a model developed by data scientists
and deploy it as part of a scalable and maintainable ML-enabled system
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Decomposing the big challenge:
Reproducible and auditable training process

1.4 million notebooks from RQ7. How reproducible are notebooks?

GitHub: ottempted to Answe'r: We were .able to successfully run 24.11'% of the

execute all 753,405 Pyth on pnamb1guous execution order P_ython notebO(-)k-s.- This number

S T is close to the results of a previous reproducibility study
bi . about general computer systems research (24.9%). However,

unampbiguous execution the rate is way smaller (4.03%) when we count only notebooks

order that produce the same results. The most common causes of

failures were related to missing dependencies, the presence of
hidden states and out-of-order executions, and data accessibil-

ity.

J. F. Pimentel, L. Murta, V. Braganholo and J. Freire. A Large-Scale Study About Quality and Reproducibility of Jupyter Notebooks. MSR 2019
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Decomposing the big challenge:
ML code is just a small fraction of what you need

Machine
Resource Monitoring
: Management
Configuration Data Collection Serving
Infrastructure

Analysis Tools

Feature

) Process
Extraction

Management Tools

The required surrounding infrastructure is vast and complex

D. Sculley et al., "Hidden technical debt in machine learning systems" NIPS'15: Proc. of the 28th Int. Conf. on Neural Information Processing Systems - 2015
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Decomposing the big challenge:
Lack of specification

We cannot test a ML model for correctness, because we do not
have a specification of what it means to be correct

- We cannot avoid some wrong predictions

prototype offline deployed
model testing model
user request
redictions
- p

From J. M. Zhang, M. Harman, L. Ma and Y. Liu, "Machine Learning Testing: Survey,
Landscapes and Horizons," IEEE TSE, Jan. 2022

We can evaluate
whether a ML model
works well enough on
some test data or in the
context of a concrete
system

histarical
data

online data
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Decomposing the big challenge:
Interdisciplinary teams

Management Model Team Product Team
® O ol Ol [ )
aid aid a e :;C ;O

Domain Experts|| Data Team

2 & || e

« Culture clashes: conflicts between data scientists and software engineers
« Lack of ML literacy leads to unrealistic requirements
« Product requirements are often not translated into clear model requirements
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Grady Booch &
@Grady_Booch

"Machine learning engineering is where we were in
Software Engineering 20 years ago. A lot of things still
need to be invented. We need to figure out what
testing means, what CD (continuous delivery) means,
we need to develop tools and environments..."

Traduci il Tweet

ML best practices in PyTorch dev conf 2018

i & In the Machine Learning (ML) field tools and techniques for
best practices are just starting to be developed.

&’ dvc.org

8:49 PM - 24 ago 2021 - Twitter Web App

https://twitter.com/Grady _Booch/status/14302408150586204167?s=20
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MLOps comes to help

A set of practices and tools to facilitate

the creation and evolution of ML-enabled systems

« rooted in software engineering and inspired by DevOps
- emphasis on the automation of the ML pipeline

P I e I I R T I R LI T I

....................................

¥ y y :

Mode! Data Data Data Feature Model Model Model Model
equire- : . . : Pl : =
ments Collection Labeling Cleaning Engineer. Training Evaluation Deployment Monitoring

Cloud, scaling Cloud, scaling

MLOps focus

Full pipeline automation

From Christian Kastner. Machine Learning in Production: From Models to Products. 2022
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MLOps-based Solution Framework to drive the transition from
model prototypes to production-ready ML components

API
Development

Ensuring the Fostering
Scoping an ML Reproducibility Quality

ML ML

Component Component
Delivery Monitoring

for ML
Components

problem of ML Assurance of
pipelines ML Artifacts

As part of DARE Spoke 1 — Enabling factors
and technologies for digital prevention

% PNC 1,
L o ‘ “I\\é DARE

DIGITAL LIFELONG PREVENTION
Ministero M’J.mwrsrtd deila Ricerca
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Scoping an ML problem

Machine Learning Canvas

Scoping an ML
problem

Background 2. | Solution | Data & | Modeling ) | Feedback

Checklists for
requirements elicitation iy
ML Canvas

Value proposition ﬁf{

Project

EX

Metrics

Feasibility ) Inference

Objectives E— Evaluation é]'_b

Fostering API

Quality Development 4L

Component
Delivery

Ensuring the ML
Reproducibility

of ML pipelines

Scoping an ML

Component

Assurance of for ML Monitoring

ML Artifacts Components

problem
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Ensuring the Reproducibility of ML pipelines

E i ducibilit
nsu rlng repro uc' I I y — LICENSE <- Open-source license if one is chosen
— Makefile <- Makefile with convenience commands like 'make data’ or 'make train’
— README .md <- The top-level README for developers using this project.
— data
}—— external <- Data from third party sources.
|— interim <- Intermediate data that has been transformed.
Cookiecutter I I I ow |— processed <- The final, canonical data sets for modeling.
L— raw <- The original, immutable data dump.
Glt L] DVC L] ML'ﬂOW — docs <- A default mkdocs project; see www.mkdocs.org for details
— models <- Trained and serialized models, model predictions, or model summaries
4 — notebooks <- Jupyter notebooks. Naming convention is a number (for ordering), ~
the creator's initials, and a short '-' delimited description, e.g. G @
‘1.0-jgp-initial-data-exploration’.
@ — pyproject.toml <- Project configuration file with package metadata for b erymanta identication/stc/oabuns
flobrien/manta_identification/src/mirunsy
{{ cookiecutter.module_name }} and configuration for tools like black -
— references <- Data dictionaries, manuals, and all other explanatory materials.
— reports <- Generated analysis as HTML, PDF, LaTeX, etc. | ~ : & Refresh
L— figures <- Generated graphics and figures to be used in reporting | © | FEsommar
® Run Name B
@ @ classy-newt-303 = :
® capable-auk-750
@ fun-ram-521
@ indecisive-horse-479
MAP .
@ calm-hound-601 . o :
mparing fist 10 rune
® ® caring-crane-218
. Fostering API @ @ efficient-cub-562
. Ensuring the . ML ML o2
Scoping an ML Reproducibility Quality Devel_opment Component Component ® rebellious-gnat-393 os
problem of ML pipelines Assurance of for ML Deliver Monitorin, ®
PIp ML Artifacts Components Y B kona-10-batch-similarity-miner .
® @ capable-auk-759 S i
I
® @ whimsical-snipe-770 il
® @ clean-midge-959 030
— -
® @ shivering-quail 12 o 02 0 06 08 |
@ @ intrigued-bear-646
v
44 matching runs S
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Fostering Quality Assurance of ML Artifacts

¢ -+ pytest-split
src/pytest_split/plugin.
src/pytest_split/plugin.
src/pytest_split/plugin.
src/pytest_split/plugin.
tests/test_algorithms.py:8
tests/test_algorithms.py
tests/test_algorithms.py:7: ong name ) .ma ara i ¢ ed "tuple
tests/test_algorithms.py ’ t arametri ) tuple
tests/test_cli.py:1:1: IO 3

tests/test_cli.py:1

tests/test_ipynb.py:1:1

tests/test_ipynb.py e

tests/test_plugin.py:1

tests/test_plugin.py:21 : d
tests/test_plugin.py:?2 ¢ est.fixture

aurat

Fostering QA

."’"l- E_
Pytest = Ruff = Pynblint

Code Carbon - p
c D
Deepchecks 9 CARE

®@e®

New Labals Train Test Validation Suite

Additionst Outputs

Label “boat’
Aop

Fostering API
Quality Development
Assurance of for ML
ML Artifacts Components

ML ML
Component Component
Delivery Monitoring

Ensuring the
Reproducibility
of ML pipelines

Scoping an ML

problem
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APl Development for ML

APl development

>

FastAPI » OpenAP| 4 o

Q& dJ eXOress

Assurance of
ML Artifacts

Filippo Lanubile =" Universita di' Bary,

FastAP]| &2 &

lopenapi json

Get Methods

l“ Jitems Handle tems

[ICEE /sonething soveing

Put Methods

| “ /items Handle ltems

Post Methods

l POST Jfitems Handie ltems

Delete Methods

[ DELETE Jitems Handle ltems
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Model Card
e Model Details. Basic information about the model.

( ] services: — Person or organization developing model
recommendation-engine: - Model date
image: ubuntu - Model version
tty: true — Model type
volumes: - Information about training algorithms, parameters, fair-

ness constraints or other applied approaches, and features

= DataVolume: /DataVolume — Paper or other resource for more information

labels:

. - Citation details
I. brownout.feature: "optional" _ License
deploy: — Where to send questions or comments about the model
co m po n e nt d e Ive ry replicas: o Intended Use. Use cases that were envisioned during de-
restart policy: velopment.

condition: none - Primary intended uses

Model and Dataset Cards placement: - Primary intended user

CI‘CO constraints: [node.role == worker] ool Scope nse cases

Factors. Factors could include demographic or phenotypic

D ocC ke r= CO m pos e ‘ groups, environmental conditions, technical attributes, or
9 user-db: others listed in Section 4.3.
GitLab Cl/CD * Locust @ dOCkel’.‘ image: weaveworksdemos/user-db — Relevant factors

hostname: user-db | — Evaluation factors
. ::..:..:_ . :.)
\ '\‘;-"'g

_ ) deploy: Metrics. Metrics should be chosen to reflect potential real-
Pipeline Jobs 20 Failed Jobs 2 placement: world impacts of the model.

— Model performance measures

- Decision thresholds

.pre Pre-checks Build ¢ - Variation approaches

Evaluation Data. Details on the dataset(s) used for the
quantitative analyses in the card.
i) )
@ pre commit =/ @ build docs
@ build linux

— Datasets

— Motivation
@ build linux fronte... » (
@ build linux petsc

- Preprocessing
Training Data. May not be possible to provide in practice. |,
@ build mac =
ML @ build win

‘When possible, this section should mirror Evaluation Data,
@ tests large >

constraints: [node.role == manager]

Q
Q
A

@ build container ...

Q
Q

@ build pre-commi...

@ build xunit-to-ju..

If such detail is not possible, minimal allowable information
should be provided here, such as details of the distribution
over various factors in the training datasets.

e Quantitative Analyses
— Unitary results
— Intersectional results

o Ethical Considerations

e Caveats and Recommendations

Q

Q

Q

Fostering API

Quality Development
Assurance of for ML
ML Artifacts Components

ML
Component
Delivery

@ web url checker g

Q

Ensuring the
Reproducibility
of ML pipelines

Scoping an ML

Component

problem Monitoring
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ML Component Monitoring

Monitoring

Prometheus 9 :

& Grafana

rate(node_network_transmit_bytes{device="cth0"}{1ml)

Execute - Insert metric at cursor - j

Graph  Console
client side full page load

= 1d + “«
M
7.00 1710 715 20 17:25 35 1240 17:45
m
Fosteri APl o
. ostering
Scoping an ML Ensu;lng_;!':_e Quality Development WL 1L
roblem e Al Assurance of for ML T R @ | (A
P! of ML pipelines Delivery Monitoring ) —

ML Artifacts Components

Remove Graph

Add Graph
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Pilot Project:
Predicting neurodegenerative diseases and brain aging

[

Center for Neurodegenerative Diseases and .  . Y~
the Aglng quin (CMND) e ; \

University of Bari Aldo Moro, Tricase (LE)
- directed by Prof. Giancarlo Logroscino MD

- dedicated to the research, diagnosis, and
treatment of neurodegenerative diseases
(Alzheimer's, Parkinson'’s, ALS, and other
nervous system disorders)

« Advanced diagnostic techniques such as
functional MRIg(fMRI) and PET scans

g L I} L

|- e, I
E'.It-'.j"‘::':':l'; DEGLI STUDI DI BARI

= ALDO MORO

CARDINALE GIOVANNI PANICO
Azienda Ospedaliera

UNIVERSIT. A 1 P1A FONDAZIONE DI CULTO E RELIGIONE
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Evolving the MLOps-based Solution Framework for
certified medical use

Ensuring the Fostering API

Scoping an ML Reproducibilit Quality Development %g:t::ggﬂ;oa? Com';)/!_nent Com';/lclj_nent Conduct dlinical Submit request for

EE Delivery Monitoring validation trials conformity to regulators

problem y of ML Assurance of for ML
pipelines ML Artifacts Components

Do a risk analysis Define the Execute all Submit request for
according to ASME Credibility authorisation for

VV40:2018 Assessment Plan TLIOL eEOices clinical use

Define the target Define the Context
of Use

75 PNC Iy
FLF oo “I\\c DARE

DHGITAL LIFELONG PREVENTION
Ministero delfUniversitd ¢ della Ricerco
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Teaching MLOps through project-based courses

G775 MALWAPRR 2004
7 s

O " Lt i

AL IN SOFTWARE ENGINEERING
EDUCATIO INING

9 IEEE

@ | Eohpurer]

| SOCIETY

IEEE Software

Training Future
Machine Learning
Engineers: A Project-
Based Course on
MLOps

Mar.-Apr. 2024, pp. 60-67, vol. 41
DOI Bookmark: 10.1109/MS.2023.3310768

Authors

Filippo Lanubile, Department of Informatics
and leads the Collaborative Development
Research Group, University of Bari, Bari,
Italy

Silverio Martinez-Fernandez, Universitat

Politecnica de Catalunya-BarcelonaTech,
Barcelona, Spain
Luigi Quaranta, Collaborative Development

Research Group, University of Bari, Bari, Italy
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