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MISSION
Develop and share knowledge on the potential of digital identity and wallet-based systems and contribute 
to the development of the market in Italy and Europe, generating opportunities for networking among the 

main players active on the topic

COMMUNICATION

Create culture and contribute to the 
dissemination of knowledge on 

digital identity issues through high-
impact media opportunities

CONTINUOUS UPDATING

Become a point of reference for 
stakeholders who want to stay 

constantly updated on digital identity 
issues

RESEARCH

Develop robust empirical evidence to 
help actors understand the 

opportunities offered by digital 
identity systems

NETWORKING

Create a qualified and independent 
table where pre-competitive 

discussions between Italian and 
international players can be fostered
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The mission and objectives of the Digital Identity & Wallet Observatory
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The research framework for 2026 edition

INTERNATIONAL CONTEXT

TECHNOLOGICAL PARADIGMS AND INNOVATION GUIDELINES

National digital identity 
systems and wallets

EUDI
Wallet

BigTech and 
international projects

Digital walletBiometrics and security

ENHANCEMENT​

Attributes Enabled
services

Decentralized 
identity

Megatrends and 
future scenarios

Electronic
signatures

Business 
Wallet

ADOPTION AND USE

Relying party
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Sustainability
(users and companies)
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The digital envisioning process of Digital Innovation Observatories:
Signal, trend, megatrend and scenario
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SIGNAL

A signal is a specific and well-
defined element that serves as an 
indication of potential future 
changes, with the possibility of 
evolving into a consolidated trend.
A signal can be a new product, a 
new market strategy, a new 
policy, an event, a local trend, or 
an organization/startup. It can 
also represent a problem or a 
newly revealed state of affairs.
Multiple signals can be 
aggregated to build weak or 
strong trends.

TREND

A strong trend is based on what
is visible and foreseeable today, 
explained by multiple signals, 
and is expected to shape the 
future, whether near or distant.
It can pertain to various domains 
(technological, business, political-
systemic, and social).
If still in an early or "immature" 
stage, it is considered a weak
trend— a signal of change that is
not yet fully visible but has the 
potential to evolve into an 
established trend in the future.

MEGATREND

A long-term, wide-reaching
trend formed by the convergence
of multiple trends, influencing
various sectors and areas of 
society.

Megatrends drive profound and 
lasting changes in user habits, 
business and government 
strategies, and technologies on a 
global scale.

FUTURE PROJECTION OF 
WHAT WE SEE TODAY
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SCENARIO
An imaginative representation of 
a possible future state that could
emerge under specific
circumstances and within a 
defined time horizon.

Scenarios are used to explore the 
consequences of present
decisions/actions, identify future 
challenges and opportunities, and 
plan strategies. Each scenario is
built upon the development of 
wild cards (events) and various
megatrends, which may
materialize to varying degrees—
some fully realized, others only
partially.

Wild card 1

Wild card 2



Megatrends reshaping the future digital identity market
Envisioning methodology on Digital Identity
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Scouting and analysis of 
foresight reports
11 foresight reports on digital identity
developed by companies and 
organizations specialized in these
methodologies at an international level

Identifying trends and 
megatrends
• 83 detailed trends developed by 

the Research team
• 12 connected megatrends

INTELLIGENCE CO-CREATION INTEGRATION

Analysis of weak signals
Collection and analysis by keyword 
on:

• Over 1.700 startups (since 2021)

• 500 patents (since 2019)

• Over 1.000 news (since 2019)

• Over 100 academic papers
(since 2019) 

Discussion with experts
Validation of identified trends and 
megatrends with digital identity
experts both internal and external to 
the Research team

Scenario narration
Qualification of possible future digital
identity scenarios, identification of the 
actors involved and the roadmap to 
make them possible

Discussion with experts
Validation of identified trends and 
megatrends with digital identity
experts both internal and external to 
the Research team
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Ultra-Secure 
Identity

Full-
Spectrum 

Identity Data

Threatened 
identity

Identity 
wallets as 

new 
platform hub

Sovereign 
identity 

ownership

Decentralized 
identity

Next-gen 
biometric 

authentication

Phygital 
invisible 

experiences

Macro-
Regional 
Identity 

Governance

Identity of 
everything

Digital 
identity for 

SDGs

Agentic 
Identity 

Ecosystems

SECURITY & 
RESILIENCE

CONTROL & 
SOVEREIGNTY

EXPERIENCE & 
PLATFORM

GOVERNANCE 
& IMPACT

Megatrends reshaping the future digital identity market



Identity wallets evolve from simple credential containers into comprehensive service hubs 
and orchestration platforms. They become central interfaces where users manage 
credentials, authorizations, payments, consents, and interactions across digital ecosystems—
seamlessly bridging government services, enterprise applications, and daily life. Through 
open architectures and APIs, wallets enable interoperability, modularity, and extensibility, 
transforming into platforms where third-party services integrate, new user-centric 
business models emerge, and users regain control over their digital lives .
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Identity 
wallets as 

new 
platform hub

EXAMPLES OF TRENDS SIGNALS FROM INTELLIGENCE

Wallet-associated credential management 
services

Wallet-as-a-platform

Digital identity wallet interoperability efforts

Birth of aggregated actor ecosystems around
shared standards

Wallet-as-a-service

Short term Medium term Long term

Identity wallets as new platform hub
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STORE
DOCUMENTS

ENABLE
TRANSACTIONS

ALLOW AUTONOMOUS 
MANAGEMENT 

the user has the freedom 
to request, delete and 

share data

both digital identity and 
other documents

in both physical and 
digital worlds

FRAMEWORK DEVELOPED BY THE
DIGITAL IDENTITY & WALLET OBSERVATORY

The key characteristics of a digital identity wallet

What is a «digital identity wallet»
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306 CASES* 
REGISTERED

Divided into:
• 105 digital identity systems;
• 201 digital identity wallets.

• General information
• Geographic area
• Identified entity
• Architecture and 

Secure Element
• Usage and target 

Business model
• Trust services
• Metrics (Adoption and 

usage)
• Modes of access and 

usage
• Level of Assurance 

(LOA)

Collected data

• Secondary source 
analysis

• News monitoring
• Institutional databases
• Monitoring of European

Union member
countries, G20 and the 
20 nations with the 
largest populations.

Sources

*Only non-terminated cases are considered

The census of digital identity and wallet solutions: methodology



For cryptocurrencies and 
NFT

To access work or school buildings 
and for student discounts

ID card, driving 
licence, passport

101

36

25 24 22 20 19 16 15
6

ID General
documents

Diplomas and
certificates

Passes eSignatures Tickets Payment cards Loyalty cards Digital assets Electronic keys

To open the 
car or house 

door

For travel and events: 
from plane boarding 

passes to match ticketsDiplomas, degree certificates
and professional qualifications 

Such as marriage and birth 
certificates or gun permits

SAMPLE: 151 DIGITAL IDENTITY WALLETS

The wallet model is not limited to identity: a wallet can contain multiple typologies of attributes 
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Different attributes contained within the wallet
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PA
Financial

institutions

Health
centers

Universities

Corporate

ISSUERS VERIFIERS

Professional certifications

WALLET

Person Identification Data
Set of data issued in accordance with EU or national 

legislation that enables the identity of a natural or legal
person to be established.

PID

Driving licence

Medical prescriptions

Academic degrees

Payment menthods

Qualified Electronic Attestation
of Attributes

Electronic attestation that enables
verification of an attribute issued

by a certified entity

QEAAs

Qualified Electronic Signature

Electronic Signature

Electronic Attestation of 
Attributes

Electronic attestation that enables
verification of an attribute

EAAs

Travel tickets

Telecom
operators

Travel
companies

SOURCE: ARF 2.8 available at link

PA
Financial

institutions

Health
centers

Universities

Corporate

Telecom
operators

Travel
companies

Inside the EUDI Wallet: PID and attribute attestations

https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-framework/blob/main/docs/architecture-and-reference-framework-main.md


12Positive impact Negative impact

Wallets used for internationally valid
academic badges and credentials, 
simplifying cross-border mobility

Reduced administrative costs and 
processing times through
automated credential issuance and 
verification

Wallet as a tool for automated
disclosure of AI agent delegations
and usage in academic research

“Identity wallets  as new platform hub”: possible impacts on education



Digital identity confronts an escalating and complex threat landscape, where cyberattacks, deepfake 
technologies, AI-powered impersonation, and synthetic identity fraud undermine authentication and 
trust at individual and systemic levels. In the era of hybrid warfare, identity infrastructures become
high-value targets in geopolitical conflicts—used to destabilize critical services, disrupt economies, and 
manipulate populations. Cybercriminals and hostile states exploit convincing fake biometrics, voice 
clones, and data breaches to conduct targeted fraud, large-scale impersonation, and strategic 
subversion. Attacks aim not merely to steal data, but to impersonate individuals, forge 
authorizations, and corrupt trust at scale.
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Threatened 
identity

EXAMPLES OF TRENDS SIGNALS FROM INTELLIGENCE

Growing need to protect wearable recognition
devices

Growing AI integration restrictions in identity

Resolving bias in biometric systems

Quantum-resistant identity systems 

Digital identity protection against cyber attacks

Short term Medium term Long term

Threatened identity
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Data breaches and identity theft 
targeting academic portals and 
institutional online services

Deepfakes and AI-powered tools 
allow impersonation of students for 
exams and access to resources

Synthetic identities used to 
fraudulently enroll to obtain
economic benefits

Positive impact Negative impact

“Threatened identity”: possible impacts on education



Digital identity evolves from a static set of credentials into an integrated network of autonomous 
identity agents empowered to act on behalf of the individual. By anchoring trust in the owner’s 
explicit delegation, these systems ensure a secure, persistent binding between the human principal 
and their autonomous representatives, allowing for seamless interaction in hyper-automated 
ecosystems. This framework maintains individual sovereignty while enabling agents to navigate 
complex digital and physical environments, proactively defending privacy and executing intent 
without constant human intervention.
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Agentic 
Identity 

Ecosystems

EXAMPLES OF TRENDS SIGNALS FROM INTELLIGENCE

Delegated Authority Protocols (DAP)

Intelligent objects as an extension of personal 
identity

Smart device M2M interaction for fluid
recognition

Agent-to-Agent (A2A) Trust Frameworks

Short term Medium term Long term

Agentic Identity Ecosystems



16Positive impact Negative impact

AI tools and agents being used for 
creating and implementing
personalized teaching paths

AI agents supporting faculty in 
research and teaching activities, 
demanding transparency and 
accountability

AI agents being used to partially or 
fully complete assignments and 
exams on behalf of students

“Agentic Identity Ecosystems”: possible impacts on education



Key messages
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Digital identity is at an inflection point, with several different megatrends across security, 
sovereignty, governance and experience fundamentally reshaping how individuals, 
institutions, and systems interact in the digital world

An escalating threat landscape poses direct and concrete risks to the security of 
existing academic and education systems, challenging how universities verify who their 
students, staff, and partners really are and how they can access services

The proliferation of AI agents in education demands robust identity and delegation
frameworks to preserve transparency while unlocking new opportunities for 
administrative automation and truly personalized learning experiences

Identity wallets are emerging as the central hub for academic life, positioning 
universities as trusted credential issuers and empowering students and faculty to 
manage their academic identity with unprecedented ease



The Digital Identity & Wallet Observatory reports
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Scan the QR Code or go to the link 
to download the research reports 
published by the Digital Identity & 

Wallet Observatory
(https://eng.osservatori.net/digital-

identity-eng/)



Megatrends reshaping
digital identity: security, 
agentic AI and wallet

Giorgia Dragoni – giorgia.dragoni@polimi.it
Head of Digital Identity & Wallet Observatory – Politecnico di Milano


	Slide 1: Megatrends reshaping digital identity: security, agentic AI and wallet
	Slide 2
	Slide 3
	Slide 4: The digital envisioning process of Digital Innovation Observatories: Signal, trend, megatrend and scenario
	Slide 5: Megatrends reshaping the future digital identity market Envisioning methodology on Digital Identity
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17: Key messages
	Slide 18: The Digital Identity & Wallet Observatory reports
	Slide 19: Megatrends reshaping digital identity: security, agentic AI and wallet

