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w Prof. of Distributed Systems at University of Messina, Italy
(www.unime.it)

w Director of the MDSLab research group (mdslab.unime.it)

w Coordinator of the International PhD course in Cyber Physical Systems 1
(www.unime.it/it/dottorato/cps)

w Director of the Italian Lab on «Smart Cities & Communities»

( )

w Responsible of the SmartME crowdfunding initiative to exploit
Messina into a Smart city (smartme.unime.it)

w Cofounder of SmartMe.io (smartme.io)



https://www.consorzio-cini.it/

WHAT MAKES A SMART CITY

Sense/bserve | ';"" = ' Present/Visualize,
Communicate/Connect
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———— ——— Data collection and analysis to affect the system
e Act in Real-time @ City Scale

!

Drive learning algorithms and processing architecture
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SMART CITIES I\/IEANS DIFFERENT THINGS TO DIFFERENT STE

P ‘.

—

= S A Traffic control
. EE A Air quality monitoring
* A Trash management
CITIES A Autonomous security systems
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‘A Use the data being collected
A Driving Innovation

=_ A Providing new services

RN A Money saving (transportation)

AR

A Parking solutions
A Real-time traffic jam
A Predict trajects timing

A Connected houses/offices
y e
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WHY SMARTEF{TIE&RENEEDED
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SMARTITYSTRATEGIESR ¢ ST{LIEARLDAYS
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1 5 3 CITIES HAVE PUBLISHED A SMART CITY STRATEG
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8 STRATEGY THAT INCLUDES IMPLEMENTATION

1 5 STRATEGY INCLUDESEBRARGE TS/ACTIVITIES
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TAKEAWAY

TECHNOLOGY IS NOT
THE GREATEST
' CHALLENGE,

WE ARE

YOU CANOGT- DO I T
AL ONE &

COLLABORATE OR DIE



#SmartME CROWDFUNDING INITIATIVE OF UNIVERSITY OF ME

iIntendsto exploitthe mostinnovativetechnologyto
contributeto a & & Y | dedglépmentprocessthat fosters new
behaviourand attidute towards socialwellness thus improving
servicesandquality of life.



#SmantMEEXAMPLE OF AN 10T DEVICE

lNnkerkit
Mpl3115

lNnkerkit A Pressure

Ldr 57
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Brightness

Tinkerkit
i Shield Groove

Honeywell ¥
HIH-4030 %

Humidity

Arduino
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#SmartMEARCHITECTURE OF #SMARTME FRAMEWORK

Citizens

’ﬁ Administrator
/]

Administration portal

Public portal

Services

App

Administration Fetch data Fetch data
actions

Stack4Things
Cloud

Samples

.

Rest interface —>

WAMP interfface ——o




#SmartMEservicesENVIRONEMENTAL MONITORING

Via Frotem o =

sme-01-0009
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#SmartMEservicesSMART PARKING 1/2




#SmartMEservicesSMART PARKING 2/2

The availability of a

parking lot is acquired
| from the server through

the video analysis
software



#SmartMEservicesOBJECTS IDENTIFICATION/COUNTING

The Object Counter is an intelligent
RSOAOSS UKSNBT2ND
mathematicalcomputer computation

/’/ SECURITY-MARKETING use cases \\

S B I models (neural networks) based on the
Lﬁ T functioning of biological neural
'3 networks.

How doesit work?

t works . all the
orocessing takes place on the
smart device and no image Is
recordedor transferred




#SmartMEservicesTOO(L) SMART

TSO(L) TOO(Lpmart is aeuseand evolutionof the

SMART #SmartMeogood practice that involves ,
| | L

The goal of project is to transform urban systems
Into a network of objectscapableof taking an active
role, interacting with each other, with citizensand
with the PAs thanksto the paradigmsof the Internet
of Thingsand CloudComputing




#SmartMEservicesTOO(L) SMART

- A TOO(L¥martis basedon (andevolvesthe #SmartMeloT Platform
TSO(L)
| SMART A #SmartMEwas born asa crowdfundingproject for the constructionof

aninfrastructureof smartserviceswithin the city of Messina

RIS Y AT ebasict%g:hnologicalrequirementsare basedon the "open source"
R CiNI ioordin:tes thé ik np rgd%rﬁthepef’(])re, "open" solutionshavebeenadoptedfor software,

[ Ll hardwareanddata.
dissemination of good
practice at national level
A Technical support is
provided by the startup
smartme.lO
A Evolution: Benevento,
Montechiarugolo, Bar,
Tangier

A StacldThingsis the framework used for 10T devicesmanagement it
constitutesan evolutionof OpenStack

A The reference hardware adopted is based on the Arancino board,

which integratesthe RaspberryPl compute module and the Arduino
control modulein asingledevice
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what is Slices-RI? SLICES is a flexible platform designed to support large-scale, experimental research

focused on networking protocols, radio technologies, services, data collection, Ital | an N O d e Y
parallel and distributed computing and in particular cloud and edge-based computing

architectures and services. C N R y CI N I y C N IT

./'—'\.
( learn aboutus )
h A

who we are

SLICES consortium gathers partners from 15 European countries, all of them having

committed to contribute resources and has received the endorsements of key

stakeholders and the political supports of 11 European Governments. Several of the
current partners are operating facilities that are already on their national and regional
Rl roadmaps. It is the case for instance for France, Greece, Poland and Norway. The

numerous letters of support testify the strong support from the community as well as

fram indiietns and mamhar etatae Q1 ICER will anralirana and fastar all tha initiativae

Virtual Workshop on March 3-4, 2021
http://slices-ri.eu/index.php/events/virtual-workshop-on-march-3-4-2021



smartme.|lO

A smartmelQis anacademicpinoff companyof the Universityof Messina

A Designs and implements products combining open source and low-cost 10T
technologiesnith OpenStacibasedCloudtechnologies

A Provides bestin-classsolutions for Metering, Devicesand Fleet Management,
Monitoring, Crowdsensingndother aspectgelatedto SmartEnvironments

smartme.lO _ : e Sl _
A The solutions addresseghe requirementsof municipalities,utilities, companies

operatingin challengingenvironments suchasairportsandstations,interestedin
Identificationfacilities,traceability,safetyandvideosurveillance

STACK THINGS

Volcanic Forge



SnartMe.lO ARANCINO SMART BOARDS

ARM Cortex Arancino Broadcom

arancino.cc Mo+ Library BCM2837

Interface Interface

| LINUX ENVIRONMENT |




Stack4Thing$A1OTIVATION

How to manage in a scalable and powerful way
the proliferation of (increasingly smarter) mobile
and loT devices?

loT ecosystem
A Mobiles
A Cyber Physical Systems
A Smart appliances
A Sensors/Actuators
A Wearables
A Vehicles ...



Stack4ThingE€LOUD AND IOT INTEGRATION

A 10T devices send data to
the Cloud

A Apps is built on top of
standard cloud facilities
VMs, storage, network)

A Apps makes use of stored
(nonreal time) loT data

A Indirect, loT device
Initiated only, retrieval of
actuation commands




Stack4Things\PPLICATION SPECIFIC (VERTICAL APPROACH)

A/
il 8] sle

mechanisms to Interact
with 10T devices

AT “j‘:r!'..
AThe application uses aubc l T ﬁw;w
nteraction 1

ANo explicit interactions
between Cloud
components and IoT
Infrastructure

AStatic infrastructure
deployment




Stack4Thing$oT FULL CLOUDIFICATION (I/OCLOUD APPROACH)

A 10T infrastructure as a natural
extension of a datacenter

A Well-defined Cloud API as a
resource management interface

A Separation of concerns
between infrastructure and
application (when needed)

A From Cloud to Fog/Edge
computing

A Device computation offloading




Stack4ThingsoT FULL CLOUDIFICATION (I/OCLOUD APPROACH)

e IOcloud [_
datacenter 'T
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A Baremetal (VMs with 1/0O)
A Virtualization (VNs) through

" loTnode1 || loTnode2 | Containers

R R -0 B -2 N -0 B -




Stack4ThingSOFTWARE DEFINED CITY

A Analogy with Software Defined
Networking(SDN)

A Extends the SD* approach to a
cyber city systemto enablethe re-
configuration of the undelying
Infrastructure

A Several controllers exploit and
Implement the requested node
topologies through generalized
rules and accordingto predefined
policies
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11O layer

Physical system




Stack4Things ECHNOLOGY ENABLERS

ARDUINO

daN>=0ID



Stack4ThingS4T & OPENSTACK

loT resource management service for OpenStack Clouds

OpenS't&lc\I; (unofficial) project
ember of the OpenStack EdG@mputinggroup
(https://wiki.openstack.org/wiki/Edge Computing_Group)
&ttps://launchpad.net/iotronic
ttps://opendev.org/x/iotronic

OPENSTACK
CQLOUD OPERATING SYSTEM

Networking

OpenStack Shared Services




Stack4ThingsllGHLEVEL OVERVIEW

A 10T scenarios are different from
Cloud based deployments

Y : "
‘ » WS communication
sat
O0———— 0 OSlevel calls
command |g
|

Ll A > FESTcomunkoner A The devices are outside
datacenters.
m“fniﬁicvﬁffsed\ii; \ A Deployed at the nEtW()rk Edge
N “ Strict firewall / NAT
. A Behind networking middleboxes

(e.g., NATs, Firewalls)

A SAT uses suitable mechanims t
overwhelm the unique
constraints of 10T deployments




Stack4ThingsllGHLEVEL OVERVIEW

Stack4Things Cloud

\:.— —_ —-_:' WAMP control channe

A Use of a A OpenStack A Use of WAMP AREST interfaces
software probe on compliant and plain
the deviceside service WebSocket
(lightningrod) (loTronic) control

channels



Stack4ThingE€LOUESIDE ARCHITECTURE

A Infrastructuremanagement and
InteractionservicesexposedasRESTTul

| st 7 N —:
- - I
{I:nmn:am:ti ) laTronic .
ine clien! AMQP st loTronic
queues WAMP
agent

| Web s4t ;
browser dashboard

S|dY UOJL0] 1S

s4dt loTronic
conductor
= , WAMP

A TheHorizondashboardascontrol surface
) e
<>

for anykind of resource includingloT-
borneones iToric

BN -
Mo — > WAMP control channel v I
2l I
|
L

A Deepintegrationwith OpenStackOS) grsasasnsy Virual networing (WS tunneled) .
frameworksandservicesi.e.,Cloudside tofbom boends
funCtlonaIItleS & AMQP pub/sub and RPC

Bare-metal (boards) Communication
virtual networking 4 | toifrom board

“internal services

G REST communication




Stack4ThingB OARESIDE ARCHITECTURE

A The LightningRod engine is the core of

the deviceside software architecture. 4» WAMP control ~ {'» Web service tunnel
channel i (WebSocket)
|

MPU-powered loT node
A The engine interacts with the Cloud

through WAMP protocol (i.e., pub/sub
and RPCs)
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sdt
lightning-rod
engine

sSensors
and

A The WebSocket libraries allows the
L tuat
engine to act as a WebSocket reverse s4t lightning-rod Eﬁ o

s4t WAMP lib

tunnelling server.

ﬁ Socket communication a—p Other communication Q

A Custom plugins can be injected from
the Cloud in order to implement
specific usedefined commands

o— o System calls - 1 1affiC pipe

The figure shows the core servicedofronic Advanced functionalities ar
deployed by adding other components to this architecture.



Stack4ThingSENSINGNDACTUATIONRSA-SERVICEAaap

Developers/
Providers

A Management of different entities involved (owners,
administrators, users ...)

Sensors l ~ Actuators

Contributors

A OpenStack Keystone Identity service is used to manage
authorizations and delegation.

A Blockchain is being used to enhance authorization/delegatit
processes.



Stack4ThingSERVICE FORWARDING

Request for WS connection

WebSocket reverse WebSocket reverse TCP Connection
tunnel server tunnel client

WS Message

TCP piping

WebSocket Connection

external - WebSocket tunnels
TCP

clients clien WebSocket Tunnel

A A user can access, remotely, his/her services running on the device using the Cloud IP address.
A Each service has its own (securé@bsocketunnel.

A Requests received on a specific port on the Cloud are forwarded throwgbaocketunnel.

A Example:

An SSH daemon running on the board (i.e., port 22) can be exposed through the public IP address of th
and a specific port.



Stack4Thinge OGIC CUSTOMIZATION: PLUGINS

A Adapt the behaviour, or define the business logic of remote devices.

A Users can inject custom code on any device at runtime under the guise of independent pluggable
modules.

A Plugins are managed/stored on the Cloud.
A Stack4Things provides Node.js and Python as runtime environments.
A Two kinds of plugins are available in the systesynchronousandasynchronous

0 Synchronous pluginsare characterized by a short execution time and can provide a result to the
user (in the form of a JSON object).

o Asynchronous pluginsare long running pieces of code that can be executed on a node and do n
provide any result.



Stack4Thing¥IRTUAL NETWORKING IN 10T

A Virtualization both at the network and datalink
layers enables flexible overlay networking

End-to-end communication (unicast, Service

tO p (@) | (0] g | es. : multicast...) in virtual networks using .

existing, proprietary or clean slate
protocols
Service

A Infrastructure agnostic applications.

A Enable the creation of network overlays between
geographically dispersed devices, we integrated
Neutron, the networking subsystem of OpenStack
with our S4T middleware.

A Extending the scope of applicability of service
discovery protocols (e.g., AlldJoyn). R

A Virtual networks may span both (datacenter
hosted) VMs and virtual IoT devices.



Stack4Thing¥IRTUAL NETWORKING IN 10T

A Integration of SAT with the OpenStack

Networking subsystem, Neutron. 8 I Wl

A Extending Neutron capabilities to deal with
loT deployments constraints.

A Boards are totally unaware about network
virtualization duties and Neutron.

1
1 . . . "
1 wired-equivalent communication

1
. 1, toffrom boards
<+ REST communication L

A Virtual Networking equipment (e.g., virtual e onni
switches) are deployed on the Cloud.

A Only virtual interfaces (i.e., TAP class
devices) are created on the devices.

A The overall footprint of the solution is
inherently lightweight for the boards.




Stack4Thing¥IRTUAL NETWORKING IN 10T

Router Router

~

:n [oT device

USE CASE 2 USE CASE 4



Stack4ThingEDGE FUNCTI$A-SERVICE4a$

A SA4T provides the capability to |
conceive applications involving loT ‘
devices based on thEaagServerless |
paradigm.

JaA1as Suruid

A Functions can be injected on remote
loT devices and then
executed/triggered by particular
events (i.e., eventdriven).

&
g
g
2

A We make use of the Cloudriented
OpenStack serviceQinling || command
(Serverless subsystem) aain N ——

<——— AMQP pub/sub IoTronic Virtual

(containers management Subsyste m . g,

A loTronicis used as a networking driver
for Zur/ Qinling



Stack4ThingEDGE FUNCTINS$A-SERVICE&aY

\ Use case: Create |oT pipelinesiataflowsinvolving
geo distributed devices and their hosted resource
(i.e., sensors and actuators)

\ Node Red blocks are instantiated on the devices
FaaSfunctions.

\ Functions deployed on the Cloudide can be also
involved (i.e., more compute resources).

\ OpenStackRQinlingis usedas a
centralizedrepository for the custom actions.

cloud, S4T can provide atandardway to package
deploy and manage functions/actions across the
cloud and the edge.

\ You can conveniently develop custom logic for the
loT devices in programminignguage®ther than
JavasScript (e.g., Python).



