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Briefly about UNI•C

• UNI•C is a government corporation

• UNI•C is not for profit

• UNI•C has approx. 310 employees and has offices

in Copenhagen, Lyngby, Aarhus and Odense

• In 2006 UNI•C’s turnover was approx. € 37 million



UNI•C Areas of Business:

A full NREN + Services

• The Danish Research Network (like GARR)

• The Danish Internet Exchange (DIX)

• The Danish CERT (Computer Emergency Response Team)

• Network to schools in Denmark (96%)

• Network for others…

• Content services for schools

• Administrative systems for schools

• Statistical analysis

• Consultancy work





• Danish Health Sector 2007

• 67 public hospitals - 30.000 beds 

• 2 private hospitals - < 100  beds

• 3500 GPs in 2000 clinics

• 800 Specialists

• 330 Pharmacies

• 2700 Dentists 

• 550 Physiotherapist Clinics

• 5 Regions - reimbursement

• 98 Municipalities - home care



Situation in 1992Situation in 1992Situation in 1992Situation in 1992

Each GP needed hundreds of 

different paper based forms 



MedCom





Systems communicating in the Danish 

Healthcare sector 

16 Hospital 

systems

15 GP-

systems
18 Laboratory

systems

6 Homecare

systems

Communicating 

more than

60 different types

of messages 

3 reimbursement 

systems 

3 Pharmacy 

systems
More than 25 other 

systems





NRENs
- National Research and Education Networks

• Provide the national network backbone for universities and 

research institutions

• Some of them also provide internet for schools



TERENA 
- TransEuropean Research and Education Network Association



GEANT2
– European Network of NRENs

The acronym stands for 

Gigabit European Academic NeTwork 2 



Networks dedicated to health care and 

health research

• Some countries have national or regional organizations creating

health data networks

• These organizations usually originate from the health authorities

or from standardization efforts



NRENs

Network tecnology

Health sector

Regional/National

health data networks

You are here



Special facilities for special user groups

• Network for everyone

But on top of that, many of us are involved in serving the

needs of special user groups:

• Supercomputing facilities

• GRID clusters

• Facilities for radio astronomy

• Video and telephony

• Content portals, databases etc.

But what about facilities for health research and health care?



NRENs provide a lot of services…

YesLambda networking

YesMedia Libraries

YesGRID and Scientific Computing

YesCERT and security

YesRoaming services

Yes (but no use)IPv6

YesCollaboration tools

YesVideo conferencing

YesYesBasic Internet connectivity

HospitalsUniversities and 

research institutions



For the health care sector, plain old

internet is just not enough

The standard services of an NREN (or

any telco) are not usable because of

security constraints:
• Privacy and integrity of the data transmitted

• Connecting with everyone else means that

firewalls have to have a lot of openings into the

internal networks



The health sector is not like other sectors 
of modern society:

• in most sectors (finance, transport), organizations exchange data 
via a few well-known applications

• in the educational and research sectors, there are not as strict
barriers between parties

• in public administration everyone keep to themselves, exchange 
messages and use a few common applications

• but in the health sector there is a rising need for exchanging both 
data and connections between a large number of applications 
(many of which are not pre-defined),

• and at the same time, privacy and security has to be respected.

If we want to serve the health care sector, we need to do something special because



All kinds of traffic across organizational boundaries

LAN

FW

External

network

LAN

FW

LANFW



Communication across organizations 
in healthcare

• Everybody wants to exchange data (at least 
ideally!)

• Every small part of the health system has its 
own firewall, security  administration, access 
control mechanisms etc

• Every connection to or from such an entity 
requires approval, configuration, 
documentation and subsequently auditing



HealthGrids – in practice

• Not just one grid node inside your network, communicating with 
”the grid” – not even close!

• Some grid applications are accessed with clients to a remote 
facility (typically on TCP port 21XX)

• Some grids are operated by logging in with ssh (TCP port 22) to 
a remote node

• Some use a resource broker that is contacted first (TCP port 
8443)

• Other use Web/SOAP/XML interfaces

In any event: The state of the art today is that most 
projects and applications are using separate 
infrastructures



The challenge

Hospital A

User A

Hospital B

FW A FW B

External
Network

Firewall rules (A)

------------
------------

User A may access
Service B
------------
-----------

Firewall rules (B)

------------
------------

Service B may be
accessed by User A

------------
----------- Service B                               



Setup of a new connection

Hospital A

User A

Hospital B

FW A FW B

External
Network

Firewall rules (A)

------------
------------

User A may access
Service B
------------
-----------

Firewall rules (B)

------------
------------

Service B may be
accessed by User A

------------
----------- Service B                               



Expiry of a connection

Hospital A

User A

Hospital B

FW A FW B

External
Network

Firewall rules (A)

------------
------------

User A may access
Service B
------------
-----------

Firewall rules (B)

------------
------------

Service B may be
accessed by User A

------------
----------- Service B                               

??



Manual administration

• No problem for a single example such as this

• But, if a national network contains 50 firewalls and 

just 10 common services are to be used across every

unit, the total number of rules is 12.250

• Most firewall administrators can’t say who is 

responsible for every rule

Therefore: We need a system to keep track of all these

connections



The Connection agreement system

• All groups of users and all services are put into the

system by the users

• User A finds Service B in a large directory

• User A enters a request for a connection to system B

• Both User A and the administrator of Service B 

accepts the connection in the system

• The system generates rules which the fírewall

administrators put into their firewalls



Using the Connection Agreement System

Hospital A

User A

Hospital B

FW A FW BExternal
Network

Firewall rules (A)

------------
------------

User A may access
Service B
------------
-----------

Firewall rules (B)

------------
------------

Service B may be
accessed by User A

------------
----------- Service B                               

Connection Agreement System



The connection agreement system

• Everybody can find the services they need – and each 
other

• Eliminates the need for administering a huge number of 
VPN tunnels

• Establishes documentation of who ordered what 
connection and how long it is supposed to exist

• Simplifies security administration

• A simple and inexpensive solution to a problem that is 
common to all nation-wide health care systems









The process in Denmark towards a 
unified network

• MedCom came to us in 2001, and we proposed a series of

interviews with the regional networks

• An infrastructure working group was formed

• The democratic process lead to the design

• A prototype network was formed, and tests carried out

• By january 2003, first ”real” traffic in the network

• Tender process for most of 2004

• Regular operation by May 2005

• Today: All hospitals, all pharmacies, all local authorities, 2/3 of

GPs, 80% of specialized doctors and most vendors, laboratories

etc…











The Danish

Research Network:

Forskningsnettet

Example: Before the Danish Health

Data Network, exchange of big

scanner images between the

university hospitals in Aarhus and 

Odense had be done using a separate, 

leased line



The Danish

Research Network:

Forskningsnettet

is carrying health

data, meaning

savings and better

service for the

health community!



 

 

 

Sundheds-telematik-     

Center for

MedComMedComMedComMedCom

Internet project: Services

• Web accesss

• Teleconsultation

• Videoconference

• National Health Portal

• Collaboration Platform



Traffic volumes per month (kbytes)
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Direct benefits for the health sector

• The price of passing EDI and XML messages by 

VANS operators dropped from € 0,30 to € 0,03 within

the first year

• The national health portal is based on this network

• A lot of the barriers inhibiting collaboration are gone

• Cheaper, safer, more secure and better documented

network usage

• A more efficient market for service providers

• The network compensates for shortage of specialists



Works on top of different network 
architectures

• Where all traffic passes a central hub (Denmark)

• Where there is a separate network for the whole 
health sector (Sweden)

• Where the network is a cluster of clusters 
(Norway)

• It may also be applied when connecting remote 
hospitals (Lithuania, Estonia, Barcelona)







The Health Care Network provides:

Not yetLambda networking

YesMedia Libraries

YesGRID and Scientific Computing

YesCERT and security

YesRoaming services

If neededIPv6

YesCollaboration tools

YesVideo conferencing

NoBasic Internet connectivity

Hospitals



Have we now solved all problems?

YES – National Health Care networks can now be created from 

regional ones in an easy and inexpensive way

YES – We can now manage the increased complexity of the 

explosion of many types of connections between 

organizations

YES – Trans-national networks can be established with preserved 

security

YES – Local security administrators can let their users do the 

administration and documentation of their security 

components

NO – Network interoperability does not guarantee working 

interoperability of services

NO – The present system does not offer any means for identity 

management of users (yet…)



Health Care Network Status December 2007

• In Denmark, regular operation since May 2005. 

• Swedish Healthcare network connected

• Norway is starting pilot project

• Partners in Baltic eHealth (an E-Ten project) are

connected now, using the Danish system – and then

moved to the coming natíonal systems when they are in 

place

• Many countries have expressed interest

• An implementation project in Sweden started December 

2007



What will it take to do this in other countries?

• The national or regional health authority must sign an 

agreement with MedCom, in order to get the connection

agreement system for free

• It is written using open source tools and documented in 

english

• Equipment for € 20.000 (some servers and routers)

• Adaptation to the local health care network architecture

(in the order of € 100.000 )

• A national team supporting and proliferating the network



What will it take to do this as part of a 

health-grid project?

• Include MedCom and UNI•C in the project and you will get

the connection agreement system for free for the duration

of the project

• It is written using open source tools and documented in 

english

• Equipment for € 20.000 (some servers and routers)

• Adaptation to project infrastructure (in the order of €

100.000 or less)

• Supporting and proliferating the network will be handled by 

the project



An opportunity for NRENs in Europe

• NRENs have the skills and the attitude

• Still a bit too complicated for a telco and too big for many

system integrators

• This can be generalized to all handle all sorts of private 

connections through your network and other networks

- ”ultra-lightweight lambdas”

• The main growth in network traffic will not happen on the

open internet

• It we wait too long, someone else will do it!

• And they will not be using our network and our services



The Health Sector is fine, 

but could we generalize this?

• General internet traffic growth have decreased in the the last 2-3 years

• Almost all handling of data is potential network traffic

• For instance: Storing scanner images onto a centralized storage

facility, using the network, is faster cheaper and more realiable.

• The Danish Health Data Network doubles every six months (for the

last year)

• Data volumes (ie. potential network traffic) is growing rapidly (doubling

every year or faster)

• Actual network traffic is not

Why?



…Because of lack of infrastructure

• Storage and computing facilities

• Network capacity

• Security infrastructure that allows private 

network traffic to stay private

• Security infrastructure that allows the

communicating organizations to preserve

integrity

If we provide the necessary infrastructure, we get

the potential network traffic back on the network!



The connection agreement system can also be

used by the user community in general as a 

precursor for lambdas

Defining a point-to-point closed connection

• Is not a lambda

• Only runs IP

• May not even have fixed QoS

But

• Helps users test and demonstrate a need for real lambdas

• It exists today, is simple to deploy and generates connections
within the hour

As a future development, the connection agreement system can
even be used as a user interface for users to define lambda
connections themselves.



Strategy homework for next time:

• Will you provide a facility for user-managed closed

circuits in your network?

• Or will you rather let someone else do it?

• Do you need the growth in traffic volume and extra

funding that such a facility will cause?

If you need inspiration for this, call on us at UNI•C, and 

join the coming EU-project.



Why could the connection agreement

system be relevant in your context?

• As a gateway service between ”open” and ”closed” networks

• Access to the high bandwidth and good service offered by GARR

• Abolish leased lines and other separate infrastructures

• Even if your network is closed and covers all relevant parties, a network

of your size must have some firewalls internally

• Management of internal firewalls within the network

• There are always some parties that are external, and yet they still need

to be connected: Private hospitals, GPs, service providers, independent

labs, home care, …

• Managing connections abroad

• Generating network and security documentation

• … ?

Despite my limited knowledge about your networks, I dare speculate…



The proposed EU-project: HDN.eu

• Health Data Networks (.eu)

• Registered the domain name hdn.eu

• Long title: Proliferating Health Data Networks across Europe

• Project: To take a particular piece of technology (the connection

agreement system) that looks promising and adapt it to the needs of

each country/region, implement it in a useful way and test it in a real 

application scenario.

• Some 10 countries or major regions in Europe

• With co-funding from the EU under FP7

• Total budget 2.1M€

Trying out the connection agreement system at home ought to be a 

brilliant idea in itself, but a little financing could never hurt…



Proposed project structure

What we want to do in the HDN.eu project:

• Proliferate health-data network infrastructures across Europe

• or more precisely: Take some version of the connection 

agreement system to your own country – if it makes and sense 

in your context.



HDN.eu – three phases: 0

0. Write the best possible project proposal

From all of you, we need input:

• What is the network status in your country/region?

• Are there any relevant applications for the connection 

agreement system?

• Are you representative of your country/region or should others 

be included?

• Does this project make sense to you at all? Why?



HDN.eu – three phases: 1

1. Make a detailed study and plan for implementation of the 

connection agreement system in your own country/region.

• What is the existing infrastructure that the connection agreement 

system will have to fit into?

• What changes – if any – will have to be made to that existing 

infrastructure?

Output from phase 1: A report describing how the connection 

agreement system could be applied to the particular situation in

your own country/region and what changes will have to be made 

locally as well as to the connection agreement system.



HDN.eu – three phases: 2

2. Validation towards local stakeholders and final requirements

• A round of presentations of the project and implementation plans

are conducted towards a representative amount of the central 

stakeholders in your country/region

• The comments, concerns, reservation and improvement ideas from 

all the stakeholders are incorporated into the project plan.

Output from phase 2: The final, verified implementation plan, 

containing also the prerequisites and requirements for the 

connection agreement system.



HDN.eu – three phases: 3

3. Implementation of a prototype setup

• Implementation of the most necessary changes to the connection 

agreement system

• Implementation of the local prerequisites for the deployment of the 

system.

• Setup of a server for the connection agreement system and relevant 

network security components

• Testing of international connections

Output from phase 3: A running prototype setup and a report describing 

the lessons learned as well as a roadmap for further development and 

implementation of the connection agreement system.



Health Sector: What’s in it for you?

• A structured approach to creating a national/regional 

network if you don’t have one already

• Removing the barriers for more collaboration

• A unique opportunity to have the security infrastructure

of your network documented

• Creating a more effeicient market for service providers

• Creating a self-financing structure that will be an 

enabler for more IT-based services (prescriptions, lab 

reports etc)



NREN: What’s in it for you?

• Provide network services for the whole of the health

sector instead of just university hospitals

• Move some of the growth in network traffic in the

health sector onto the NREN infrastructure

• A service in the grey zone between telcos and 

application service providing – thus suited ideally for 

most NRENs

• A precursor for the Lambda-net movement



UNI•C and MedCom: What’s in it for us?

• Together, we have made a small and practical

invention

• We want to see the concept proliferated…

• If a common system is used by most European

regions, the benefits experienced nationally, may also

apply to international connections

• A larger community has far more power to invest in 

further development of the system

• Not for profit (per se)



EC: What’s in it for them?

• GEANT is a huge investment

• If that investment can benefit more sectors of society, it

is good for the reputation of GEANT as a whole

• This project is a small example of transfer of research 

network technology into the health sector

• This project may also contribute to the growth in 

network traffic that is one of the justifications of GEANT

• They need projects that are not just for narrow forums 

of radio astonomers, HE physicists and the like…



Health Data Networks across Europe

Are we on the right track?

martin.bech@uni-c.dk



HDN.eu - Participants

Aragon Regional Government

Balearic Islands Regional 

Government 

Generalitat de Catalunya

TB Solutions

Spain

Belgrade University Computer 

Centre

Serbia

Norsk HelsenetNorway

Ministry of Health, national 

council of medical informatics

Slovenia

Vilnius University HospitalLithuania

NictizHolland

Ministry of Health and Social 

Security

Iceland

CarelinkSweden
Foundation for Research and 

Technology - Hellas (FORTH)

Greece

NHS WalesWales

Scottish Centre of Telehealth

NHS Scotland

Scotland

NHS England

Ukerna

England

National Research and Development 

Centre for Welfare and Health (STAKES)

Hospital District of Helsinki and Uusimaa

Oulu

University Hospital Tampere

Turku University Hospital

Finland

Georg August Universität Göttingen

RRZ Erlangen

Germany

e-tervisEstonia

Medcom

UNI-C

Denmark

BelgacomBelgium





Proceeding as planned…



The Connection Agreement System

Modified to the Italian situation

Worth trying?

martin.bech@uni-c.dk


