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Network Function Virtualization scenario
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VM instantiation and boot time
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VM instantiation and boot time
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Unkernels - ClickOS

* Unikernels:
Unikernel ClickOS * Macchina specializzata:

Cllck """""""" singola applicazione + OS minimale

Middlebox * Singolo spazio di indirizzi, co-operative
"""""""""""""""""""""" scheduling con basso overhead
ClickOS

Control  La virtualizzazione di Unikernels & realizzata
5 estendendo gli attuali hypervisor (Xen)

I * ClickOS

* OS minimalistico basato su MiniOS
* Piccolo (< 4 Mbytes)

e Leggero (1 VCPU, 8 MB RAM, 1 VIF)

* Flessibile (puo svolgere diverse funzioni
NFV a seconda della configurazione attivata
dopo il boot)

321D

v
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vdriverl  vdriver2
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Architettura considerata:

 Specifica NFV-MANO
definita da ETSI.

Il mio lavoro si concentra
sui Virtualized
Infrastrutture Manager.

Interagisce con il NVFI per
gestire le VMs che
svolgono funzionalita NFV.
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VIM
core components

Nomad
Server

Nova API, Nova
Scheduler, Nova
Queue Server,
Nova DB, ...

http_server,
vim_db,
create_server,
launch_server, ...

Compute resources

UNIVERSITA DEGLI STUDI DI ROMA TOR VERGATA
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Xen

Xen (libvirt)

Xen (libvirt)
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OpenStack

HORIZON

DASHBOARD
KEYSTONE

NEUTRON CINDER

5 o) [‘v v] IDENTITY
r—‘\m SERVICE

COMPUTE NETWORKING VOLUME
SERVICE

‘ redhat

OpenStack € una piattaforma open source per implementare soluzioni laaS
E formato da vari componenti

Nova si occupa della gestione dei compute nodes.

Nova si interfaccia con diversi hypervisor.

L’hypervisor considerato € Xen via toolstack Libvirt.

Per avviare gli unikernels € necessario adattare il codice
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OpenStack Boot Process

Keystone =
— b Nova-scheduler Zrle s :
| 'Q A Cinder

\J
N r———
0 NoiaD8 < Nova Conductr < Vet

1. Get Token for Horizon 8. Set nova-network configurations

2. Send request to nova-api 9. Get block image form Cinder

3. Get Token for Nova-api 10. Send VM configurations to hypervisor

4. Getimage information from Glance 11. Acknowledge for VM started from hypervisor
5. Put request and info to database 12. Write confirm to database

6. Scheduling 13. Notify the VM started to Nova-api and

7. Get request from DB by nova-compute Horizon

UNIVERSITA DEGLI STUDI DI ROMA TOR VERGATA
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OpenStack Message Sequence

Sche!uling

To nova.condyctor
task sc Uling

To nova.scheduler
task: scheduling

To reply_649dfb613a5..

*

To nova.compute [EEk; heduli g

i
To nova Jnndgﬂg{

To nova.conductor task: null

To nova.conductor hypervisor_type:Xen

To nova.conductor &sk:;mm;nm_____ NMMI‘

For nova.network
requested_networks:

MR T T

AMQP Message

To nova conductoy task: Sp awnin,
To nova conductoy task: sp awning

To nova.conductor vm_state{ building task: sp awning

Universita di Roma
s
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OpenStack Boot Sequence

Initial request

Python client Post Job ... Get vm status
(nova) A
i ¢ |
7 7
NOVA AP! .
A A
KEYSTONE
v
GLANCE
v
NOVA SCHED
Nova Network
Nova Compute
(Libvirt driver)
libvirt/xen
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Stock H H Il Job accept rs E H
{ i|mEE Keystone |i i i
i i|mmm Glance p— e
i I Schedule |: : i i i i ; |mmm Create image | :
Tuned " ' Wi Network |i | i Tuned W i | Generate XML | i
P Spawn H , Libvirt Spawn | i
0.0 0.5 1.0 15 2.0 0.0 0.2 0.4 0.6 0.8 1.0 1.2 1.4
(a) ClickOS instantiation time breakdown on OpenStack (b) ClickOS spawning time breakdown on Nova-compute

P. L. Ventre, C. Pisa, S. Salsano, G. Siracusano, F. Schmidt, P.
Lungaroni, N. Blefari-Melazzi, “Performance Evaluation and Tuning of
Virtual Infrastructure Managers for (Micro) Virtual Network Functions’,
IEEE NFV-SDN Conference, Palo Alto, USA, 7-9 November 2016
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OpenMANO

Web browser
(e.g. Chrome, Firefox)

openmano-gui

openMANO

openmano
CLI

openmanod

External

components openvim

openvim
API CLI

Compute nodes

Image |- - .
storage
I

EEE D

OpenFlow switch

openvimd

OpenFlow
Controller
(FloodLight)
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OpenMANO ¢ la suite sviluppata
come implementazione di
riferimento alle specifiche ETSI-
MANO

Si compone di tre parti:
* OpenMANO-GUI
* OpenMANO
* OpenVIM

Nel mio studio € stato preso in
considerazione solamente la
parte di Virtualized Infrastructure
Manager ossia OpenVIM.
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OpenVIM

Northbound API
NFV Environment OpenVIM
HTTP Server
Compute Nodes
Host -
- e Openvimd Core Vinbs
-
Image
Storage Openflow Thread Vim Schema
v

External Openflow Controller
Openflow Switches

Architettura modulare

Nativamente supporta solo KVM/QEMU via Libvirt come hypervisor
Northbound API via HTTP-REST

Southbound API via SSH

Supporta SDN con Floodlight e OpenDayLight

Tutte le informazioni sono memorizzate in un database

UNIVERSITA DEGLI STUDI DI ROMA TOR VERGATA
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OpenVIM Changes

Northbound API Mantenere_la com.pgtibilité

con la versione originale

OpenVIM

LIS Modifiche sono state
: effettuate sui seguenti moduli:
o Openvimd Core \gg‘
*HTTP Server
Openflow Thread Vim Schema Host Thread
*Vim DB
*Vim Schema
4

In Host Tread e stata inserita una nuova funzione che genera I’XML
adatto all’avvio di ClickOS su hypervisor Xen.

Inoltre sono stati aggiunti due tag nei parametri di configurazione della
VM per distinguere le macchine ClickOS dalle altre

UNIVERSITA DEGLI STUDI DI ROMA TOR VERGATA Paolo Lungaroni - Borsisti Day 2016 15
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OpenVIM: Libvirt XML

<domain type='kvm'>

<name>vm-debian 1673f086-3b67-11e6-abd3-080027322033</name>
<uuid>1673f086-9b67-11e6-abd2-080027322093</uuid>
<memory unit='KiB'>1048576</memory>
<currentMemery unit='KiB'>1048576</currentMemory>
<vecpu>10</vecpu>
<0s>

<type &rch='x86_64' machine='pc'>hvm</type>

<boot dev='hd'/>
</os>
<features>

<acpi/>

<apic/>

<pae/>
</features>
<cpu mode='host-model'></cpu>
<cleck ocffset='utc'/>
<on_powercff>preserve</on_poweroff>
<on_reboot>restart</on_reboot>
<on_crash>restart</on_crash>
<devices>

<emulater>/usr/libexec/gemu-kvm</emulator>

<serial type='pty'>

<target port='0"'/>
</serial>
<censecle type='pty'>
<target type='serial' pocrt='0'/>
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<domain type='xen'>

<name>vm-clickos_668aflee-36dd-11e6-b300-080027322093</name>
<uuid>668aflee-96dd-11e6-b300-080027322093</uuid>
<memory unit='KiB'>1048576</memory>
<currentMemery unit='KiB'>1048576</currentMemory>
<vecpu>10</vecpu>
<0s>

<type zsrch='x86_ 64' machine='xenpv'>linux</type>

<kernel>/var/lib/libvirt/images/clickos_x86_64</kernel>
</os>
<features>

<acpi/>

<apic/>

<pae/>
</features>
<cpu mode='host-model'></cpu>
<clock cffset="utc'/>
<on_powercff>preserve</on_powercff>
<on_reboot>restart</con_reboot>
<on_crash>restart</on_crash>
<devices>

<emulater>/usr/lib/xen-4.4/bin/gemu-dn</emulator>

<serial type='pty'>

<target port='0"'/>
</serial>
<censecle type='pty'>
<target type='xen' port='0'/>

</conscle> </conscle>
<graphics type='wvnc' port='-1l' zutoport='yes' listen='0.0.0.0"'> <graphics type='wvnc' port='-1l' zutoport='yes' listen='0.0.0.0"'>

<listen type='address' =zddress='0.0.0.0'/> <listen type='address' =zddress='0.0.0.0'/>
</graphics> </graphics>
<disk type='file' device='disk'> <interface type='bridge'>

<driver name='gemu' type='gcow2' cache='none'/> <source bridge='virbrianl0'/>

P e —— P IR B PR ikl £ TSy DAL T SR S e— Y 2 S R B A e LY P R A ——e— et _AanANY I

KVM/QEMU Xen
Debian ClickOS
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OpenVIM Development Testbed

Compute Node

SSH Channel

g Open Source : Kv M
MANO N
P ®en

UNIVERSITA DEGLI STUDI DI ROMA TOR VERGATA Paolo Lungaroni - Borsisti Day 2016 17
Dipartimento di Ingegneria Elettronica




onsortium 8° BORSISTI DAY

A “ORIO CARLINI”
MERCOLEDI 14 DICEMBRE 2016 - ROMA

OpenVIM Boot Sequence

Initial‘lrrequest

Python C_I'ent Post Job ... Get vm status
(openvim) i T i T i’T
http_server //I/ /// /
w vim_db
O v
2
> | create_server
vV v
launch_server

I
S N2
9 action_on_server
s (Libvirt driver) Z
> A
w Y
h . .
2 libvirt/xen
3
O Boot
UNV'E_VS'AI'B di Roma
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OpenVIM Deployment

Compute Nodes SDN Networks

OpenVIM
Controller

Open Source ~———

MANO |

SSH | o
Channels

%
- ~KVM
0 % ®en @
X
. OpenFlow
Project ’ : C‘|)1 |
Floodlight anneis
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ClickOS e Xenstore

Dom0O ClickOS DomO ClickOS

swig Py tools Click swig Py tools Click
i Middlebox :  Middlebox
x| €cosmos | i x| cosmos H )
A ................................. g A .................................. g
Xen ui Q Xen ui Q
B —r clickos || ™ B ——r clickos || >
o Control o Control
sw switch @ A sw switch w A
Ar Ar 4 Ar Click Config
v 4 v
= =
2. 2.
o] (@)
(7} (2]
y A A A A A
X X
© )
= S
v v
Attuale Architettura Progetto Futuro
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Next Steps

Le attivita che intendo perseguire nel prossimo anno sono:

o Consolidare il codice della patch sviluppata per OpenVIM.

* Presentare la patch alla comunita OSM che gestisce il progetto OpenMANO/OpenVIM.

o Estendere ClickOS
* Approfondire lo studio su ClickOS.
* Svincolare ClickOS dall’uso dello Xenstore.

* Integrare la configurazione direttamente nell’immagine di ClickOS.

o Esplorare possibili scenari per 'utilizzo degli Unikernels (es. processamento di pacchett,
mitigation di attacchi DDoS).

o Estendere la ricerca alla parte orchestrator dell’achitettura NFV-MANO come ad esempio
OpenMANO.

o Estendere I'articolo sui VIM includendo anche OpenVIM ed introdurre gli studi e gli sviluppi
nella ricerca sugli unikernel, al fine di sottomettere I'articolo su una rivista internazionale.
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Grazie per l'attenzione

Universita di Roma
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