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What is ID federation
and

role based
access control?
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Federation - the circle of trust
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Basic concept

Service Institution
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Why federate!

© To provide more services to the users
© To get more users to the services

© To have fewer user names + passwords

© To introduce role based access management

© To be independant of place and time (IP-adr)
© To provide services to others
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How to federate

© Choose your linqua franca
© Choose your vocabulary
© Write common rules for the federation

© Select an architechture

© Start building!
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What gets easy!

© Connecting services

© User management

© Pseudonomisation (a good thing!)

O Verification




What stays the same?




What stays the same?

© Authorisation (will | let you in?)




What stays the same?

© Authorisation (will | let you in?)

© Business relations (the bill goes to ...)
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What is difficult!?

© Introducing a new concept
- to Institutions
- to service providers
- to the users (?)

© Federation policy

© Attribute release policies

© User involvement (consent)
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-Volentary (no arm-twisting) &

- Specific (one purpose) | |

- Informed (understandable) ‘




set to clamp down on data use
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Service Institution
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Personal pseudonyms

Services Institution
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Personal pseudonyms
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Interfederation
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WAYF, Denmark
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HAKA, Finland
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FEIDE, Norway
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