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Network Architecture Protection
(draft-i e tf-v 6 o p s -n ap -0 0 . tx t)

(IETF Draft Editors: Brian Carpenter, Ralph Droms, Tony Hain, Eric  L  K lein, G u nter 
V an de V elde)
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C i s c o  S y s te m s
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IPv6 Network Architecture Protection 

“A set of IPv6 techniques that may be combined on 
an IPv6 site to simp l ify and p r otect the integ r ity of 
its netw or k  ar chitectur e,  w ithout the need for  
Addr ess T r ansl ation”
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Market Perceived Benefits of NAT
&  th e I Pv6  al ternatives

Temporary use privacy addressesN A T t ran sf orms device I D  b it s in  t h e 
address

E n d syst em privacy

P ref erred l if et ime per pref ix  &  M ul t ipl e 
addresses per in t erf ace

A ddress t ran sl at ion  at  b orderR en umb erin g  an d M ul t i-
h omin g

340,282,366,920,938,463,463,374,607,431,768,211,456   
addressesR F C  1 9 1 8G l ob al  A ddress P ool  

C on servat ion

R F C  3 1 7 7  &  U L AR F C  1 9 1 8A ddressin g  A ut on omy

U n t raceab l e addresses usin g  I G P  h ost  
rout es / or M I P v6  t un n el s f or st at ion ary 
devices

N A T t ran sf orms sub n et  b it s in  t h e 
address

Topol og y h idin g

A ddress un iq uen essN A T st at e t ab l eL ocal  usag e t rack in g

C on t ex t  B ased A ccess C on t rolF il t erin g  due t o l ack  of  t ran sl at ion  
st at e

S impl e S ecurit y

D H C P -P D  – arb it rary l en g t h  cust omer 
pref ix  upst ream,  S L A A C  via R A  
dow n st ream

D H C P  – sin g l e address upst ream
D H C P  – l imit ed n umb er of  in dividual  
devices dow n st ream

S impl e G at ew ay as 
def aul t  rout er an d address 
pool  man ag er

IPv6IPv4 / N A TF u n c t i o n
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S im p l e G a tewa y  – IPv4

SiSi
S e rv i c e  P ro v i de rSiSi

DHCP Server 
W i t h  f i x ed  c o n f i g u ra t i o n

Co n c l u s i o n : I Pv4  A d d res s  Co n f i g u red  Dy n a m i c a l l y  
b y  DHCP

DHCP Cl i en t

DHCP ServerDHCP Cl i en t

A c c ess N W
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S im p l e G a tewa y  – IPv6

SiSi
S e rv i c e  P ro v i de rSiSi

I Pv6  A d d res s es Co n f i g u red  Dy n a m i c a l l y  b y  DHCP-PD

I Pv6  Ho s t  c o n f i g u red  b y
St a t el es s  A u t o -c o n f i g u ra t i o n

DHCP-PD Server

Co n f i g u red  b y
DHCP-PD

A c c ess N W

I CM Pv6 :
I Pv6  R o u t er A d vert i s em en t



777© 2 0 0 1 ,  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d .P r e s e n t a t i o n _ I D

R et u rn  Pa c k et s  a l l o w ed

Simple Security & Local Usage Tracking by 
I P v 4  A d d ress Translation

SiSi
L o c a l  N et w o rk I n t ern et

I n i t i a l  o u t b o u n d  Pa c k et
Crea t i o n  o f  St a t ef u l l A d d res s

T ra n s l a t i o n  s l o t

1

2
3

T h i s  s t a t e-d a t a b a s e c a n  p ro vi d e a w a ren es s  
o f  w h o  req u es t ed  w h a t  a t  w h i c h  t i m e

A d d res s  T ra n s l a t i o n  d evi c e
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R et u rn  Pa c k et s  a l l o w ed

Simple Security & Local Usage Tracking 
w ith  I P v 6

SiSi
L o c a l  N et w o rk I n t ern et

I n i t i a l  o u t b o u n d  Pa c k et
Crea t i o n  o f  ref l ex i ve a c c ep t a n c e s l o t

1

2
3

1.  T h i s  s t a t e-d a t a b a s e c a n  p ro vi d e a w a ren es s  
o f  w h o  req u es t ed  w h a t  a t  w h i c h  t i m e
2.  A l s o  a d d res s es  i n s i d e t h e l o c a l  N et w o rk  a re 
U n i q u e a n d  c a n  b e m o n i t o red  b y  va ri o u s  m ea n s  i f  t h ere i s  
u s er/ a d d res s  c o rrel a t i o n
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E nd  S y s tem  Priva cy

SiSi
L o c a l  N et w o rk I n t ern et

10 . 10 . 10 . 10 0 Co u l d  b e T ra n s l a t ed  t o
A f t er N A T 121. 1. 1. 1

20 0 1:1:2:3::1/ 6 4

20 0 1:1:2:3::d ea d :9 9 1/ 6 4

20 0 1:1:2:3::c a f e:213/ 6 4

20 0 1:1:2:3::d ea f :321/ 6 4
20 0 1:1:2:3::1

20 0 1:1:2:3::d ea d :9 9 1

20 0 1:1:2:3::c a f e:213

20 0 1:1:2:3::d ea f :321

I Pv4  +  N A T

I Pv6  &
p ri va c y
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T ra ns l a tion

Topology H id ing w ith  A d d ress Translation 
( I P v 4 )

SiSi
L o c a l  N et w o rk I n t ern et

A d d res s  T ra n s l a t i o n  d evi c e

O nly a single 
station is seen
O n th e I nternet
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T op ol og y  H id ing  with IPv6 ( 1 )

L o c a l  N et w o rk I n t ern et
SiSi

M o b i l e I Pv6  Ho m e-A g en t

Internet

I n t ern et  
T o p o l o g y  p erc ep t i o n s

M o b i l e I Pv6  Ses s i o n s
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T op ol og y  H id ing  with IPv6 ( 2 )

• Remove the subnet/host correlation by using 
/1 2 8  host routes

• A lternative top ology hid ing solution:
Usage of multiple IPv6 addresses per host:

O n e or more UL A  addresses
O n e or more G lob al IPv6 A ddresses

R edistrib ute the glob al addresses in to the IG P
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Ad d res s  Autonom y

SiSi
L o c a l  N et w o rk I n t ern et

U s a g e o f  R F C19 18  
(=  p ri va t e a d d res s  s p a c e) Si n g l e o r m o re 

G l o b a l  I Pv4  a d d res s

t h ere i s  n o  p ro b l em  o f  a d d res s  A u t o n o m y :
Large Address space per site or user (/48)

R F C 3 1 7 7  describ es th e al l ocation  of  I P v 6  address space
T y pical  site w il l  get /48 (th is prov ides 1 6  b its f or sub n ets =  6 5 5 3 6  n etw ork s 
per site (ev en  f or y our h om e-n etw ork )

U n iq ue Local  Addresses
draf t-ietf -ipv 6 -un iq ue-l ocal -addr-0 9 . tx t
P rov ides U n iq ue priv ate address space f or in tern al  in depen den t usage

For IPv6 however …
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G l ob a l  Ad d res s  Pool  C ons erva tion

• I P v 6
128  b i t s : 4  t i m es t h e s i z e i n  b i t s
= ~   3, 4  *  10 ^ 38  p o s s i b l e a d d res s a b l e n o d es
= ~ 34 0 , 28 2, 36 6 , 9 20 , 9 38 , 4 6 3, 37 4 , 6 0 7 , 4 32, 7 6 8 , 211, 4 5 6
= ~  10 ^ 30  a d d res s es p er p ers o n o n  t h e p l a n et

I Pv4  =  32 b i t s
I Pv6  =  128  b i t s

9 6 b its

Co n c l u s i o n : N o  n eed  f o r G l o b a l  A d d res s  Po o l  Co n s erva t i o n  i n  
I Pv6  d u e t o  a  l eg a c y  p ro t o c o l  l i m i t a t i o n  

• I P v 4
32 b i t s
= ~  4 , 20 0 , 0 0 0 , 0 0 0  p o s s i b l e a d res s a b l e 
n o d es
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R enum b ering  &  M ul tihom ing ( IPv4 )

SiSi
L o c a l  N et w o rk I n t ern et

U s a g e o f  R F C19 18  
(=  p ri va t e a d d res s  s p a c e) Si n g l e o r m o re 

G l o b a l  I Pv4  a d d res s

O n l y  t h i s  a d d res s  n eed s  t o  c h a n g e 
i f  t h e ex t ern a l  I P a d d res s  c h a n g es ,  
a n d  even  t h i s  h a p p en s  n o rm a l l y  
a u t o m a t i c a l l y  t h ro u g h  DHCPv4

T o t a l l y  i n d ep en d en t  f ro m  
a n y  ex t ern a l  ren u m b eri n g
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Sen d s N E W n et w o rk -t y p e 
i n f o rm a t i o n  

(p ref i x ,  d ef a u l t ro u t e,  …)

R enum b ering  &  M ul tihom ing ( IPv6)

Sen d s n et w o rk -t y p e 
i n f o rm a t i o n  

(p ref i x ,  d ef a u l t ro u t e,  …)

Ho s t  a u t o c o n f i g u red
a d d res s i s :

p ref i x rec ei ved +  l i n k -
l a y er a d d res s

M a c  a d d res s : 
0 0 :2c :0 4 :0 0 :F E :5 6

Ho s t  a u t o c o n f i g u red
a d d res s i s :

N E W p ref i x rec ei ved +  
SA M E  l i n k -l a y er a d d res s

M a c  a d d res s : 
0 0 :2c :0 4 :0 0 :F E :5 6

I n tro du c ti o n  o f 
a n e w  p re fi x

O p e rati o n al  I P v 6  
e n v i ro n m e n t
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I P v 6  G ap Ana l y s is

• Completion of work on U L A s
• R enu mb ering  proc ed u re
• H ow to c ompletely  h id e s u b net topolog y
• M u ltih oming
• T ra c ea b ility  is s u es
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