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Topics
e Living on the Frontier
* The Frontiers of the Internet
* The First Frontiers of Internet identity
 The New Frontier

——

INTERNET.

kik@internet u



A Changing Frontier (and me)
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The original Internet frontiers

» Basic technology development (1970-1985)
« TCP/IP, DNS, email, HTTP

* Basic marketplace development (1985-
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Texas Ranger 1
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Lessons learned

e Modular and layered design
* A “narrow waist” of technology
e Open standards, open source
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The first Internet identity frontiers

« Two forms of Internet identity have experienced
exponential growth in the last few years

 Federated identity leverages organizational identity, rich
attributes and multiple levels of assurance
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A bit of Federated Identity history

» Federated Internet identity work began in 2000 in the R&E sector

e Spread quickly into corporate sector via OASIS standards
processes

« Corporate use cases limited to bi-lateral relationship
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The Killer Apps

 Single sign on across a wide variety of resources —
libraries, supercomputers, databases, instruments,
collaboration tools

» Use of federated collaboration tools — wikis, foodle, lis
chat rooms, videoconferencing
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Texas Rangers 2
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Lessons learned

e Modular and layered design
* A “narrow waist” of technology
e Open standards, open source
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Texas Rangers Today
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The Frontiers of Federation

e User Interactions

 Discovery, Privacy managers, Silver and Gold
e Interfederation
» Technical and Policy Needs
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Discovery

* The process of directing an unauthenticated user back to
an organization to be authenticated (happens at new
browser launch, not at new window, etc.); already

authenticated users are taken directly to the resource
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User managed privacy

* Provide users with control, and guidance, over the release
of attributes

* Includes consent, privacy management, etc.

» Using opaque identifers (content providers, W|k|s)
VISIb|e identifiers (WIkIS TG LMS, financial servic
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SVWITCH » aai

About AAI : FAQ : Help : Privacy

This is the Digital ID Card to be sent to 'https://aai-demo.switch.ch':

Digital ID Card |

Surname SWITCHaai
Given name Demouser
Unique ID 234567@example.org
User ID demouser
Home organization example.org
Home organization type other
Affiliation staff
) http://example.org/res/99999
Etitiement htt::/[puhlls:er-):.comfe-journah

I” Don't show me this page again. I agree that my Digital ID Card (possibly including more data than
shown above) will be sent automatically in the future.

Cancel | Confirm |
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Silver and Gold

» Applications are beginning to request higher levels of
authentication for important transactions

o Grant administration, access to sensitive data, grids
etc. -
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Interfederation

» Connecting autonomous federations

* Critical for global scaling, accommodating state
and local federations, integration across vertica
sectors
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MDX/PEER — metadata exchange protocol

e |nstitutions and organizations will pick a registrar to give
their metadata to

e Institutions and organizations will pick an aggregator (or
several) to get their partners metadata from

» Aggregators exchange metadata with each othe
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Social to SAML Gateways

« A way to bring social identities (e.g. Google, MSN,
Facebook, etc.) into the federated world

e Answers many, many use cases
» Parent access to university student bills
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Groups and Access Control

» Federated identity creates the need for tools to manage the
access control at the resources; lists of 1,000 permitted federated

users are a drag to maintain.

» Groups set at the identity provider can be expressed as attrib
for simple but powerful access control at resources.
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Thinking beyond the web

 All those mobile devices

 All those infrastructure elements — routers, firewalls
 Lots of apps want to leverage federated identity

» Several approaches at work
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Collaborations and Virtual Organizations

 |dM is a critical dimension of collaboration, crossing many
applications and user communities

« Virtual organizations represent critical communities of
researchers sharing domain resources and applications as
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Collaboration Platforms

* Integrated set of collaboration apps (wikis, listprocs, CVS,
file share, calendaring, etc)

* Integration of at least identity and access control via groug
memberships
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The Attribute Ecosystem

» Authentication is very important, but identity is just one of many
attributes

» And attributes provide scalable access control, privacy,
customization, linked identities, federated roles and more

* We now have our first transport mechanisms to move attrib
around — SAML and federations
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Back to the Frontier

e Much remains to be discovered

* The excitement of the exponential
* Its not hard for 100, but we’re talking 3 E
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Time for me to go home...

http://gaming.univ.edu
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