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The future is quantum: EU countries plan ultra-secure
communication network

m The need of security is of paramount importance in current
communication systems.

m Secure exchange of secret keys along public channels is an essential
task in cryptography, and it is crucial to symmetric encryption, at the
core of current security protocols as Internet Protocol Security (IPS¢c)

and Transport Layer Security (TLS) T QKD System e
e ™
m Several aspects of the communication system are at stake: Alice | Classical Channel [~ Bob \\'
m message authentication 9 Quantum Channel | g B. J

m integrity of the content - .
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m Quantum Technologies here contribute with the Quantum Key Plaintext Ciohertext £ tal
Distribution (QKD): a key shared by two parties and that is @ SEEET L Encryptor Ll Encryptor L Pamet E
m random and equal on both sides = .

m clean from shared information with other agents (malicious or not)

m  Benneft, C. H. and Brassard G., Quantum cryptography: Public key distribution and coin tossing, Proc. IEEE Int. Conf.
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m Lo, H.-K,, Curty, M. & Tamaki, K. Secure quantum key distribution. Nat. Photonics 8, 595-604 (2014)

m  Pirandolaq, S. et al. Advances in quantum cryptography. Adv. Opt. Photonics 12, 1012 (2020)




Long distance secure connections

m Submarine connections are
intrinsically point-to-point
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m Their security would be enhanced by
using quantum technologies and in
particular guantum-key-distribution
(QKD)

m QKD is point-to-point too, and is
developing (mainly) on ground and
in space

m The global secure connections would
evolve toward the guantum internet




Quantum Communications are part of
Quantum Technologies

m Quantum Mechanics: the interpretation of
physical reality in the microcosmos

. provided the understanding of atomes,
molecules, fundamental particles,
superconductivity, etc.

« adllowed the invention of transistors, lasers,
integrated devices, etc.

m QM is now inspiring a new age in the Theory of
Information, where elementary particle are
quantum bits, or qubits, expanding the classical

concept of the logical bit.

m From a theory for understand Nature to a toolset
for computing, communicate, measure..




Quantum Communications are based

on the sharing of qubits

m From the bit (binary unit) used in classical information systems, with Quantum
Technologies it is used the qubit (Quantum bit), embodied in a elementary
(quantum) object as photons, electrons..

m Qubit peculiar feature: it is a superposition of alternatives, that in classical
terms are antithetic. It takes a complex number for the preparation of qubits

m Quantum Entanglement of a photon pair: unique wavefunction for two
separate photons, that keep their correlations afar

m No-cloning theorem prevent perfect copies of generic qubits

m The measurements clicks create a correlation, useful in protocols as QKD,
distributed quantum computing, metrology and more

m Qubits based on single photons cannot be amplified.
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QKD in a fiber network

m Fibre links for QKD are spreading over
existing network

m Dark fibers or accept some commercial
data traffic - exploiting WDM

m no amplifiers and limited by background
noise

m repeaterless single-haul limit at few
hundreds km
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Quantum Key Distribution in Space

m QKD protocols are suitable
for space links, enjoying the
channel losses that scale with
diffraction (quadratically)
and not with fiber
attenuation (exponentially)

m Feasibility studies and e~
demonstfrations have spurred £ 1 7
the development of in-orbit 3™~

terminals and the design of 0 §||i L b
satellite constellations for I e T
providing secure comms R - o =

m ESA SAGA, China, Canada,
Japan, Italy, Germany, UK
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S.-K. Lico et al. Satellite-to-ground quantum key distribution Nature 549, 43-47 (2017).
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Intercontinental space and ground network

Beijing

m Ground and space links
have been envisaged to
operate together for —
connecting large
networks '
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Inter-Sat Q-Comms for a GNSS constellatons
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Project ESA Q-GNSS 2011-2015
F. Gerlin et al. Proc. 2013 Int. Conf. Localization and GNSS




QKD ground receivers

Telescope sizes for diverse uses:

m satellite-to-ground link on nodal
points - meter class tfelescope
(1.5m ASI- MLRO at Matera Italy
and the 1 m OGS of ESA in
Tenerife)

m operative userreceiver, 40 cm
class (GaliQEye - Padovaq)

m ground-to-ground free-space
links night- and day-time with
centimeter-class telescopes

J. S. Sidhu et al. Advances in space quantum communications. IET Quantum Commun. gtc2.12015 (2021)
M. Avesani et al. Full daylight quantum-key-distribution at 1550 nm enabled by integrated silicon photonics. npj Quantum Inf. 7, 93 (2021)



QKD testbed in EU

m OpenQKD EU demonstration project
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m Demonstrate vertical supply chain from QKD
(physical layer) to end-user (application layer

m Many test sites across Europe to maximise impact v i ‘citycom:

7 UNIVERSITE
' DE GENEVE

m Demonstration of more than 30 use-cases for
QKD featuring:
m reqalistic operating environments
m end-user applications and support

m Secure and digital societies: Inter/Intra iyl AR
datacenter comm., e-Government, High- INFRASTRUCTURE
Performance computing, financial services, o

authentication and space applications, All 27 EU Member States

integration with post-quantum cryptography, have signed a decaration areong o ork
. . ogether to explore how o build a quantum
SeCUrlﬂg hme‘TrO nSfer communication infrastructure (QCl) across ’

Europe, boosting European capabilities
in quantum technologies, cybersecurity
and industrial competitiveness.

m Healthcare: Secure cloud storage services and
securing patient data in transit

DFutureTechEU #EuroQCI

https://opengkd.eu/objectives/
https://digital-strategy.ec.europa.eu/en/policies/european-quantum-communication-infrastructure-euroqci




QKD global applications

m Secure communications with a quantum leap

m QKD direct links with fibers are limited to regional
scale and shorter undersea cables but are
extended with QKD from satellites

m Secure connections on ground planned to be
pervasive with QKD dorsals (China, Italy, EU)

m Infrastructure for the entanglement sharing,
achieving the quantum internet.

m connection to the most elementary level,
quantum states, enabling metrology, Q-computer
connections, teleportation and more.
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