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IPv6 Network Architecture Protection
I T TTTT T T T Cisco.com

A set of IPv6 techniques that may be combined on

an IPv6 site to simplify and protect the integrity of

its network architecture, without the need for

Address Translation”
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Market Perceived Benefits of NAT
& the IPv6 alternatives

Cisco.com

Simple Gateway as
default router and address
pool manager

DHCP - single address upstream

DHCP - limited number of individual
devices downstream

DHCP-PD - arbitrary length customer
prefix upstream, SLAAC via RA
downstream

Simple Security

Filtering due to lack of translation
state

Context Based Access Control

Local usage tracking

NAT state table

Address uniqueness

End system privacy

NAT transforms device ID bits in the
address

Temporary use privacy addresses

Topology hiding

NAT transforms subnet bits in the
address

Untraceable addresses using IGP host
routes /or MIPv6 tunnels for stationary
devices

Addressing Autonomy

RFC 1918

RFC 3177 & ULA

Global Address Pool
Conservation

RFC 1918

340,282,366,920,938,463 463,374,607,431,768, 211,456
addresses

Renumbering and Multi-
homing

Address translation at border

Preferred lifetime per prefix & Multiple
addresses per interface
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Simple Gateway - IPv4
T e Cisco.com

DHCP Client DHCP Server

DHCP Server
With fixed configuration

/J_\\
g} % Access NW % Service Provider
-

DHCP Client
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Simple Gateway — IPv6
T Cisco.com

DHCP-PD Server

ICMPV6:
IPv6 Rputer Advertisement

<

| /—\/_\—\
% Access NW % Service Provider

=,

Configured by
DHCP-PD

IPv6 Host configured by
Stateless Auto-configuration

IPv6 Addresses Configured Dynamically by DHCP-PD
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Simple Security & Local Usage Tracking by
IPv4 Address Translation

I TTTTTTTTTTTT T T TT T T TE T Cisco.com

Local Network “z

Address Translation device

1 Initial outbound Packet

Creation of Statefull Address
Translation slot

3 ‘Return Packets allowed

This state-database can provide awareness
of who requested what at which time
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Simple Security & Local Usage Tracking
with IPv6

I TTTTTTTTT T T T T T Cisco.com
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End System Privacy
I T T TTT T T TT T Cisco.com
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Topology Hiding with Address Translation
(IPv4)

i Cisco.com

Local Network




Topology Hiding with IPv6 (1)
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Topology Hiding with IPv6 (2)

I T TTTTT T T T T T T TTT T Cisco.com

- Remove the subnet/host correlation by using
/128 host routes

 Alternative topology hiding solution:
Usage of multiple IPv6 addresses per host:
One or more ULA addresses

One or more Global IPv6 Addresses
Redistribute the global addresses into the IGP
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Address Autonomy

e Cisco.com
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Global Address Pool Conservation
Lt i e Cisco.com

96 bits

IPv4 = 32 bits Ra >

Presentation_|D

IPv6 = 128 bits

‘IPv4
32 bits

=~ 4,200,000,000 possible adressable
nodes

‘IPv6
128 bits: 4 times the size in bits
=~ 3,4 * 10738 possible addressable nodes
=~340,282,366,920,938,463,374,607,432,768,211,456

=~ 10730 addresses per person on the planet

Conclusion: No need for Global Address Pool Conservation in

IPv6 due to a legacy protocol limitation
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Renumbering & Multihoming (IPv4)

I T TTTTT T TT T TTT T T T T T T Cisco.com

| Local Network
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Renumbering & Multihoming (IPv6)

I TTTTTTTTTTT T T T T TT T TTTTT Cisco.com

Operational IPv6
environment

Mac address:
00:2¢:04:00:FE:56

I

Host autoconfigured
address is:
prefix received + link-
layer address

<

Sends network-type
information
(prefix, default route, ...)

Introduction of
a new prefix

Mac address:
00:2¢c:04:00:FE:56

&

Host autoconfigured
address is:

NEW prefix received +
Presentation_|D ©20§éMghslinnxKaer§Qr address

<
Sends NEW network-type
information

(prefix, default route, ...)
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IPv6 Gap Analysis

- Completion of work on ULAs

- Renumbering procedure

- How to completely hide subnet topology
* Multihoming

- Traceability issues
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