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Outline

O Introduction to SDN
1 Introduction to SRv6
O Goals and Objectives

d We are working on...
o SDN-SRv6 Architecture
o SRv6-based VPN

d Our plans for the future
o VPN-TE

o SRv6-OpenStack integration
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Introduction to SDN (1/2)

From traditional networks...

. ~, 1 Integration control plane / data plane

1

o Control plane: routing protocols

[ MANAGEMENT PLANE ) (e.g. OSPF)

CLI/6GUL . .
. | o Data plane: forwarding mechanisms
| OSPF [ Specialized expensive hardware

rDATA PLANE
|_FORWARDING TABLE /O Architecture not much flexible

) S
CONTROL PLANE :

-
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Introduction to SDN (2/2)

...to SDN paradigm

__________________________________________________

" APPLICATION PLANE

APPLICATIONS

4

d Control plane / data plane separation

-

NORTHBOUND INTERFACE

___________________________________________

d Several advantages
o More flexibility

1
I
1
I
1
1
1

o More services

o Costs reduction

FORWARDING

-~ -

FORWARDING
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Introduction to SRv6

d Segment routing is a form of source routing

A It can use MPLS or IPv6 as dataplane technology

o In our project we consider IPv6 dataplane (SRv6)
d In SRv6 segments are IPv6 addresses
[ The instructions are encoded in the packet header (SRH)
d High scalability

A Provides a new way to implement SDN paradigm
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Tor Vergata

Goals and Objectives

1. Defining a SDN architecture based on SRv6
O Realization of a SRv6 enabled node

[ Realization of a Southbound protocol based on gRPC

2. Study of two use cases
A Traffic Engineered Virtual Private Networks (VPN-TE)

d Integration within a cloud orchestrator (e.g. OpenStack)
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SDN-SRv6 Architecture (1/3): SRv6 enabled node

SDN Controller
|

gRPC
Routing
Protocol SRVE
OSPFv3 Manager
: pyroute2 (netlink)
USER
"""""""""""""" Network
A Abstractions
(SDKs, APIs, ...)
|
Drivers (Network, ...)
LINUX OS

(kernel version 4.10+)

|
HARDWARE RESOURCES
(Special Purpose or General Purpose)

Consortium
Carmine Scarpitta // Borsisti Day 2018 // Roma Consortium GARR, 06/12/2018 7 %G ARR

Our implementation uses
d Commodity hardware

d Linux Kernel general purpose
distribution

O Quagga implementation of OSPFv3

We are developing

d Southbound protocol based on
gRPC

O SRv6 Manager written in Python
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SDN-SRv6 Architecture (2/3): overview

SDN Controller (TI-Extraction)

SB Library
gRPC
1 \ M
/ \ \ \
unka \ \LINK C \
/ \ \ \
/  LINKB \ \ \ LNk
/ R2 \
/ \
/
/ | IPv6
IPvE gRPC Payload
‘ SRv6 Manager
Payload ‘ FWD E SR Egress Node
SR Ingress Node Vi
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SDN-SRv6 Architecture (3/3): Tl extraction example

Tor Vergata

"nodes": |

"id": "fdf0:0:0:6::/64",

"type”: "stub_network”

"links": [

"lhs _intf": "adsl-ethl™,
"lhs ip "fdfe::1/64",

"id": "0.0.0.1", | - : — -
"interfaces": | N\ rhs_intf": "ads2-ethl”,
"adsl-eth1l": "fdfe::1/64", "r‘hs_ip": "fdfe::2/64",
"adsl-eth2": "fdf@:0:0:1::1/64", "source : 6.
"adsl—ethB": "fdf0:9:9:3::?l./r64"_, [m id": "0.0.09.1", ]
adsl-eth4": "fdf0:0:0:6::1/64", - e
"lo": "fdff::1/128" target : G,

|& / [ "target id": "0.0.0.2"
"loopbackip": "fdff::1/128", 1

"mgmtip"”: “2000::1", '
"type": "rou'ter‘"

[
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SRv6-based VPN (1/3): a use case overview

e From an intent to a VPN

Intent
I
| )|
£ ' g
VPN.A \ S i ,/ / l, \\ R2 \\\ l: S VP“‘A
|
/ :
CE2 | |
-

CE3

_ _ - ; Sttty || gl
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SRv6-based VPN (2/3): implementation details

O Our solution is based on Linux VRFs
O Nothing stored in the core routers

O Edge routers store interfaces belonging to the VPN
o Local interfaces
o Remote interfaces

[ The SDN controller stores VPNs informations
o Name
o Interfaces
o TableID
o SID
o TenantID

~ : THE ITALIAN
Consortium | THE TaLan

Carmine Scarpitta // Borsisti Day 2018 // Roma Consortium GARR, 06/12/2018 11 ¥ G ARR & RESEARCH

NETWORK




Universita di Roma

GIORNATA DI INCONTRO BORSE DI STUDIO GARR “ORIO CARLINI”
GIOVEDI’ 6 DICEMBRE 2018 - ROMA

SRv6-based VPN (3/3): an example

Tor Vergata

END.DT6

VPN-A

site 2

VPN A f
site 1
|  ce1

e
SEG6 Eld | N
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Intent based emulation

Tor Vergata

d Two types of emulation
o Mininet emulation

o distributed emulation d Emulation environment

(VM or physical nodes) o a web GUI to design the
topology to be emulated

d 4 types of nodes: o deployment scripts to
o SRv6 enabled routers configure the nodes
o the possibility to run

experiments over the emulated
o VNF nodes topology

o terminal nodes

o SDN controller
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Tor Vergata

We are working on...

O Design and realization of a SRv6 enabled node

O Design and realization of a Southbound protocol based on gRPC
o Management of SRv6 policies

o Management of VPN policies

O Design and realization of a SRv6-based VPN

O Contribute to the opensource project Pyroute2

o Added seg6local support

O Development of tools for the emulation of a SRv6 enabled network
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Our plans for the future

d Development of a northbound interface for VPNs
o gRPC

o Command Line Interface (CLI)

O More complex VPN services, such as

o Traffic Engineered VPNs (VPN-TE)

d Implementation of Service Function Chaining (SFC) scenarios

d Integration within a cloud orchestrator

Consortium | THE ITAUAN
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Integration within a cloud orchestrator: OpenStack

OPENSTACK
Horizon
Dasiiboard
I
NOVA GLANCE SWIFT NEUT}'(ON CINDER HEAT CEILOMETER
Compute Image Service Object Store Netwgrking Volume Service Orchestration Telemetry
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L
1|
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H
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Thanks for your attention!
Any Questions or Comments?
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