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Summary	  

•  Open	  solu<ons	  
•  Roadmaps	  for	  adop<ng	  cloud	  compu<ng	  
properly	  

•  Task	  Force	  
•  A	  Promising	  Product	  	  
•  Conclusions	  
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OPEN	  SOLUTIONS	  
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Open	  solu<ons	  	  
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•  Wide	  adop<on	  of	  open-‐source	  soRware	  and	  open-‐standards	  
allows:	  
–  customers	  not	  to	  fear	  vendor	  lock-‐in	  
–  ins<tu<ons	  to	  par<cipate	  in	  a	  growing	  market	  that	  provide	  a	  wide	  

variety	  of	  cloud	  technology	  and	  service	  providers	  

•  Open	  solu<ons	  are	  developed	  with	  a	  process	  open	  to	  all	  
interested	  par<es	  	  

•  Open	  standards	  are	  important	  in	  general,	  because	  they	  
ensure	  interoperability	  in	  a	  well-‐designed	  formalism	  

•  Open	  standards	  in	  the	  field	  of	  health	  care,	  financial	  services,	  
automo<ve,	  retail,	  energy	  and	  others	  favor	  a	  more	  quick	  and	  
easy	  sharing	  of	  informa<on	  at	  a	  lower	  costs	  



Open	  Standards	  
•  DMTF’s	  Open	  Virtualiza;on	  Format	  (OVF)	  is	  a	  packaging	  standard	  

designed	  to	  address	  the	  portability	  and	  deployment	  of	  virtual	  appliances	  	  
•  DMTF’s	  Open	  Cloud	  Standards	  Incubator	  focuses	  on	  standardizing	  

interac<ons	  between	  cloud	  environments	  by	  developing	  cloud	  
management	  use	  cases,	  architectures	  and	  interac<ons	  

•  CMWG’s	  Cloud	  Infrastructure	  Management	  Interface	  (CIMI)	  is	  an	  
interface	  to	  manage	  cloud	  infrastructure	  

•  OGF’s	  Open	  Cloud	  Compu;ng	  Interface	  (OCCI)	  is	  a	  Protocol	  and	  API	  for	  all	  
kinds	  of	  Management	  tasks	  suitable	  to	  serve	  many	  cloud	  models	  in	  
addi<on	  to	  IaaS,	  including	  e.g.	  PaaS	  and	  SaaS	  

•  SNIA’s	  Cloud	  Data	  Management	  Interface	  (CDMI)	  defines	  the	  func<onal	  
interface	  that	  applica<ons	  use	  to	  create,	  retrieve,	  update	  and	  delete	  data	  
elements	  from	  the	  Cloud	  
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Open	  Standards	  
•  Security,	  access	  and	  iden<ty	  policy	  standards	  -‐-‐	  e.g.,	  OASIS	  

SAML,	  XACML,	  SPML,	  WS-‐SecurityPolicy,	  WS-‐Trust,	  WS-‐
Federa;on,	  KMIP,	  and	  ORMS	  	  

•  Content,	  format	  control	  and	  data	  import/export	  standards	  -‐-‐	  
e.g.,	  OASIS	  ODF,	  DITA,	  CMIS,	  and	  SDD	  

•  Registry,	  repository	  and	  directory	  standards	  -‐-‐	  e.g.,	  OASIS	  
ebXML	  and	  UDDI	  

•  SOA	  methods	  and	  models,	  network	  management,	  service	  
quality	  and	  interoperability	  -‐-‐	  e.g.,	  OASIS	  SCA,	  SDO,	  SOA-‐RM,	  
and	  BPEL	  
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Open	  Ini<a<ves	  
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NIST	  –	  Na<onal	  Ins<tute	  of	  Standards	  
and	  Technology	  
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•  The	  technology	  leadership	  role	  in	  support	  of	  the	  United	  
States	  Government	  (USG)	  to	  a	  secure	  and	  effec<ve	  adop<on	  
of	  the	  cloud	  compu<ng	  model	  

•  A	  central	  role	  in	  defining	  and	  advancing	  standards,	  and	  
collabora<ng	  with	  USG	  Agency	  CIOs,	  private	  sector	  experts,	  
and	  interna<onal	  bodies	  to	  iden<fy	  and	  reach	  consensus	  on	  
cloud	  compu<ng	  technology	  &	  standardiza<on	  priori<es‖	  



Roadmap	  
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•  Purpose	  consists	  of	  	  
–  fostering	  adop<on	  of	  cloud	  compu<ng	  by	  federal	  agencies	  and	  support	  the	  

private	  sector	  
–  reducing	  uncertainty	  by	  improving	  the	  informa<on	  available	  to	  decision	  

makers	  
–  facilita<ng	  the	  further	  development	  of	  the	  cloud	  compu<ng	  model	  

•  Scope	  is	  	  
–  to	  priori;ze	  strategic	  and	  tac;cal	  requirements	  that	  must	  be	  met	  for	  USG	  

agencies	  to	  further	  cloud	  adop<on;	  
–  to	  define	  and	  recommend	  interoperability,	  portability	  and	  security	  

standards,	  guidelines,	  and	  technology	  that	  need	  to	  be	  in	  place	  to	  sa<sfy	  these	  
requirements;	  and,	  	  

–  to	  candidate	  Priority	  Ac;on	  Plans	  (PAPs)	  which	  are	  recommended	  for	  
voluntary	  self-‐tasking	  by	  the	  cloud	  compu<ng	  stakeholder	  community	  to	  
support	  standards,	  guidelines,	  and	  technology	  development.	  	  



The	  Iden<fied	  Requirements	  [R1]	  
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1.   Interna;onal	  voluntary	  consensus-‐based	  interoperability,	  portability,	  
and	  security	  standards	  to	  ensure	  that	  investments	  do	  not	  become	  
obsolete	  and	  to	  easily	  change	  cloud	  providers	  

2.   Solu;ons	  for	  high-‐priority	  Security	  Requirements	  to	  inspire	  confidence	  
and	  trust	  to	  a	  level	  where	  security	  is	  not	  perceived	  to	  be	  an	  impediment	  
to	  the	  adop<on	  of	  cloud	  compu<ng	  	  

3.  Technical	  specifica<ons	  to	  enable	  development	  of	  consistent,	  high-‐
quality	  Service-‐Level	  Agreements	  

4.   Clearly	  and	  consistently	  categorized	  cloud	  services	  	  
–  both	  to	  allow	  customers	  to	  understand	  the	  types	  of	  cloud	  services	  and	  be5er	  select	  which	  

of	  them	  are	  suitable	  to	  meet	  their	  business	  objec8ves	  	  
–  and	  to	  allow	  providers	  to	  have	  a	  clear	  guidance	  where	  interoperability	  and	  portability	  

must	  exist	  within	  similar	  categories	  of	  cloud	  services	  

5.  Frameworks	  to	  support	  seamless	  implementa<on	  of	  federated	  
community	  cloud	  environments	  



Iden<fied	  Requirements	  [R1]	  

12	  15/05/2012	   Elisabe4a	  Ronchieri,	  Workshop	  congiunto	  
INFN	  CCR-‐GARR,	  Naples,	  15	  May	  2012	  

6.  Technical	  security	  solu<ons	  which	  are	  de-‐coupled	  from	  organiza<onal	  
policy	  decisions	  	  

7.  Defined	  unique	  government	  regulatory	  requirements,	  technology	  gaps,	  
and	  solu<ons	  	  

8.  Collabora<ve	  parallel	  strategic	  “future	  cloud”	  development	  ini<a<ves	  	  
9.  Defined	  and	  implemented	  reliability	  design	  goals	  
10.  Defined	  and	  implemented	  cloud	  service	  metrics	  



ROADMAPS	  -‐	  SIENA	  
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SIENA	  -‐	  Standards	  and	  Interoperability	  for	  
eInfrastructure	  implemeNta<on	  ini<A<ve	  
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•  A	  Support	  Ac;on	  (2010-‐2012)	  funded	  by	  the	  European	  
Commission	  under	  FP7	  (2007-‐13)	  Capaci<es	  programme	  	  

•  Aimed	  at	  accelera<ng	  and	  coordina<ng	  the	  adop;on	  and	  evolu;on	  of	  
interoperable	  Distributed	  Compu;ng	  Infrastructures	  (DCIs)	  through	  
reinforcement	  of	  the	  open	  standards	  message	  

•  Especially,	  
–  SIENA	  favors	  the	  adop;on	  of	  interoperability	  and	  standards	  for	  

infrastructure	  implementa;on	  in	  rela<on	  to	  the	  European	  DCI	  
community	  &	  Standard	  Development	  Organiza<ons	  (SDOs),	  

–  It	  elaborates	  the	  future	  research	  infrastructure	  scenario	  through	  a	  
roadmap	  by	  fulfilling	  requirements	  from	  both	  academia	  and	  industry,	  
and	  connec;ng	  into	  relevant	  SDOs	  in	  order	  to	  produce	  relevant	  
standards	  and	  best	  prac<ces,	  

–  and	  SIENA	  also	  supports,	  plans	  and	  organizes	  a	  series	  of	  outreach	  
events	  such	  as	  Cloudscape	  III	  and	  Cloudscape	  IV	  



Roadmap	  
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•  Purpose	  has	  consisted	  of	  
–  assessing	  the	  situa<on,	  iden<fying	  challenges,	  

and	  making	  recommenda<ons	  to	  support	  
research	  in	  Europe	  

•  Scope	  for	  such	  a	  European	  e-‐infrastructure	  is	  
–  to	  empower	  produc<vity	  of	  research	  

communi<es	  through	  ubiquitous,	  trusted,	  easy	  
trans-‐na<onal	  access	  to	  services	  for	  data,	  
computa<on,	  communica<on,	  and	  
collabora<ve	  work	  in	  the	  ERA	  

•  Scope	  applies	  also	  	  
–  to	  compu<ng	  in	  industry	  and	  the	  public	  sector	  

(e.g.	  e-‐government)	  



Some	  of	  the	  Iden<fied	  Challenges	  [R3]	  
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•  Conflic<ng	  and	  inappropriate	  requirements	  	  
•  Standardiza;on	  challenges	  mainly	  because	  of	  the	  amount	  of	  organiza<ons	  

involved	  in	  cloud	  standardiza<on	  efforts	  
•  Security	  challenges	  addressed	  by	  industry	  and	  government	  in	  completely	  different	  

ways	  
•  Data	  Management	  challenges	  mainly	  because	  of	  the	  vast	  amount	  of	  data	  

collectors	  used	  by	  research	  projects.	  	  
•  Challenges	  in	  understanding	  terminology	  and	  approaches	  
•  Legal	  and	  regulatory	  environments,	  e.g.	  cross-‐border	  data	  movement	  
•  Globaliza;on	  challenges	  due	  to	  no	  appropriated	  set	  of	  agreed	  and	  accepted	  

standards	  for	  portability	  or	  interoperability	  
•  Entrepreneurship	  challenges	  because	  of	  the	  lack	  of	  atmosphere	  conducive	  to	  

entrepreneurial	  ac<vity	  in	  Europe	  

•  Collabora;on	  efforts	  in	  order	  to	  effec<vely	  reuse	  open	  solu<ons	  



Recommenda<ons:	  Immediate	  Ac<ons	  
[R3]	  
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•  The	  following	  ac<ons	  will	  be	  covered	  in	  the	  next	  12	  months:	  
–  Establish	  an	  e-‐infrastructure	  implementa;on	  advisory	  group	  
–  Determine	  op;mum	  deployments	  of	  cloud	  compu;ng	  for	  research	  applica;ons	  
–  Strengthen,	  collabora;ve	  interna;onal	  dialogue	  for	  achieving	  interoperability	  and	  

portability	  	  
–  Strive	  for	  a	  common	  approach	  for	  contribu;ng	  to	  the	  European	  Digital	  Market	  	  
–  Expand	  support	  for	  DCI	  efforts	  to	  provide	  mechanisms	  to	  federate	  across	  mul;ple	  

cloud	  suppliers	  	  
–  Introduce	  measures	  to	  provide	  open	  access	  to	  all	  relevant	  SDO	  standard	  

documenta;on	  
–  Introduce	  business	  models	  for	  use	  of	  clouds	  by	  research	  	  
–  Review	  public	  sector	  procurement	  regula;ons	  	  
–  Re-‐use	  tangible	  and	  intangible	  assets	  produced	  by	  DCIs	  	  
–  Establish	  an	  e-‐infrastructure	  Implementa;on	  Advisory	  Group	  



Recommenda<ons:	  Medium	  Term	  Ac<ons	  
[R3]	  
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•  The	  following	  ac<ons	  will	  be	  covered	  in	  a	  maximum	  
of	  three	  years:	  
–  Co-‐ordinate	  harmoniza;on	  of	  global	  regula;ons	  for	  
trans-‐na;onal	  data	  flows	  

–  Create	  an	  inventory	  of	  grid	  and	  cloud	  standards	  for	  
research,	  and	  proven	  implementa;ons,	  aligned	  with	  the	  
NIST	  Cloud	  Standards	  Inventory	  and	  similar	  ac;vi;es	  of	  
other	  relevant	  groups	  and	  organiza;ons	  



Roadmap	  Feedback	  
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“The	  SIENA	  Roadmap	  demonstrates	  that	  
Europe	  has	  a	  huge	  poten8al	  for	  innova8on.	  I	  
encourage	  you	  all	  to	  pay	  par8cular	  a5en8on	  
to	  this	  Roadmap,	  to	  discuss	  it,	  to	  ques8on	  it,	  
bring	  it	  together	  with	  other	  aspects	  that	  may	  
also	  need	  par8cular	  a5en8on.	  Essen8ally	  to	  
help	  calibrate	  it	  and	  bring	  its	  
recommenda8ons	  into	  ac8ons	  so	  that	  Europe	  
can	  be	  not	  only	  cloud	  friendly	  but	  also	  cloud	  
ac8ve”	  Mario	  Campolargo,	  Director	  DG	  INFSO	  
Emerging	  Technologies	  and	  Infrastructures	  at	  
the	  EC,	  Cloudscape	  IV	  keynote	  on	  cloud	  
compu<ng	  for	  the	  Digital	  Agenda.	  	  
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•  Integra;on	  of	  virtualised	  resources	  with	  EGI’s	  produc;on	  
infrastructure	  –	  e.g.	  monitoring,	  accoun<ng	  and	  resource	  
publishing	  

•  End-‐user	  requirements	  
•  Technical	  feedback	  to	  technology	  providers	  -‐	  the	  deployment	  

of	  their	  implementa<ons	  needs	  to	  address	  any	  changes	  
•  Early	  adopters	  –	  They	  are	  all	  the	  user	  communi<es	  willing	  to	  

verify	  the	  resul<ng	  virtualised	  infrastructure	  
•  Recommenda;ons	  –	  They	  face	  issues	  that	  need	  to	  be	  

addressed	  by	  other	  areas	  of	  EGI	  –	  e.g.	  policies,	  opera<ons,	  
support	  and	  dissemina<on.	  	  

From	  M.	  Turilli’s	  presenta<on	  [R4]	  



Mandate,	  Ac<vi<es	  and	  Outputs	  
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•  Mandate	  -‐	  18	  months,	  September	  2011	  –	  March	  2013	  
•  Workgroups	  -‐	  Inves<gate	  a	  specified	  set	  of	  capabili<es	  for	  a	  federa<on	  of	  

clouds.	  VM/Data	  management,	  informa<on	  system,	  accoun<ng,	  
monitoring,	  no<fica<on,	  federated	  AAI,	  VM	  repository	  and	  brokering	  	  

•  Engagement	  -‐	  iden<fica<on	  of	  resources	  centres	  and	  user	  communi<es	  
willing	  to	  commit	  ac<vely	  to	  this	  Task	  Force	  

•  Dissemina;on	  -‐	  periodic	  “success	  stories”	  through	  dissemina<on	  channels	  
•  Blueprint	  document	  -‐	  advice/full	  documenta<on	  to	  resource	  providers/

users	  on	  how	  to	  engage	  with	  the	  federated	  virtualised	  environment	  
•  Test	  bed	  -‐	  deploy	  interfaces	  and	  services	  for	  a	  federated	  cloud	  on	  the	  

basis	  of	  the	  Task	  Force	  blueprint	  and	  the	  available	  standards	  and	  
technologies.	  	  
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•  Standards	  and	  valida;on	  -‐	  the	  goal	  of	  the	  TF	  effort	  is	  to	  produce	  a	  
valida<on	  procedure	  for	  clouds	  federa<on	  based	  on	  the	  emerging	  
standards	  in	  Cloud	  Compu<ng.	  E.g.	  OVF,	  OCCI,	  CDMI,	  etc.	  	  

•  Resource	  typologies	  -‐	  EGI	  offers	  already	  a	  number	  of	  validated	  services	  to	  
the	  community.	  Virtualisa<on	  and	  Cloud	  Compu<ng	  should	  be	  considered	  
just	  as	  another	  type	  of	  resource	  to	  integrate	  into	  the	  exis<ng	  produc<on	  
infrastructure.	  	  

•  Heterogeneous	  implementa;on	  -‐	  there	  should	  be	  no	  specific	  mandate	  on	  
the	  implementa<on	  of	  virtualisa<on/cloud	  technology	  but	  only	  the	  
valida<on	  of	  a	  prescribed	  set	  of	  func<onali<es,	  standards	  and	  interfaces.	  	  

•  Provider	  agnos;cism	  -‐	  no	  dis<nc<on	  should	  be	  made	  on	  the	  nature	  of	  
each	  provider.	  Private,	  public,	  research	  and	  business	  oriented	  should	  
make	  no	  difference	  once	  the	  federa<on	  criteria	  have	  been	  established	  and	  
agreed	  upon.	  	  
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•  Period	  –	  Mar/Sep	  2012	  
•  Federa;on	  with	  OCCI/CDMI	  deployment	  	  
•  Monitoring	  Metrics	  and	  Availability	  -‐>	  performance	  	  
•  Publishing	  Informa;on	  through	  GLUE2	  extension	  and	  its	  

usage	  from	  the	  Resource	  Providers	  	  
•  Accoun;ng	  OGF	  UR	  extension	  	  
•  Federated	  AAI	  throuth	  RP	  account	  integra<on	  and	  VOs	  
•  Image	  management	  by	  suppor<ng	  mul<ple	  storage	  model	  	  
•  Reviewing	  available	  solu;ons	  of	  brokering	  
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WNoDeS	  –	  Worker	  Nodes	  on	  Demands	  	  

•  A	  so_ware	  framework	  created	  by	  INFN	  to	  
integrate	  grid	  and	  cloud	  resource	  provisioning	  
through	  virtualiza;on:	  
–  Key	  feature:	  all	  resources	  (provided	  via	  Grid	  or	  Cloud	  or	  else)	  
are	  taken	  from	  a	  common	  pool	  to	  avoid	  sta<c	  par<<oning.	  

–  Key	  feature:	  resource	  matchmaking	  policies	  are	  handled	  by	  
an	  LRMS	  (i.e.	  either	  LFS	  or	  Torque/Maui	  at	  the	  moment).	  

•  Scalable	  and	  reliable	  –	  it	  is	  in	  produc<on	  at	  
several	  Italian	  centers,	  including	  the	  INFN	  Tier	  1	  
since	  November	  2009	  
–  Currently	  managing	  about	  2,000	  on	  demand	  Virtual	  
Machines	  (VMs)	  there	  in	  the	  same	  <me.	  
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WNoDeS	  –	  Worker	  Nodes	  on	  Demands	  	  

•  Totally	  transparent	  for	  grid	  users	  and	  users	  of	  tradi<onal	  
compu<ng	  centers	  batch	  systems	  

•  Leveraging	  proven	  open	  source	  so_ware	  technologies	  
like	  Linux	  KVM,	  Torque/Maui,	  EMI	  gLite	  middleware	  

•  Non-‐invasive	  for	  an	  exis;ng	  farm	  -‐	  	  WNoDeS	  can	  coexist	  
and	  share	  resources	  with	  a	  tradi<onal	  compu<ng	  cluster	  
not	  using	  virtual	  machines	  

•  WNoDeS	  version	  2.0.0-‐2	  ready	  for	  EMI	  2	  to	  be	  released	  
on	  May	  18,	  2012	  

•  The	  produc;on	  solu;on	  for	  integra;ng	  grid	  and	  cloud	  
infrastructure	  offered	  by	  IGI	  
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Some	  Upcoming	  Features	  
•  Several	  of	  the	  following	  features	  will	  be	  released	  in	  the	  coming	  

months	  also	  as	  EMI	  updates	  
•  Interac;ve	  usage	  –	  This	  supports	  self-‐instan<a<on	  of	  VMs	  by	  local	  

users:	  	  
•  These	  VMs	  can	  be	  used	  for	  e.g.	  analysis	  tasks,	  tes<ng	  purposes,	  and	  so	  

on.	  
•  As	  with	  other	  WNoDeS	  services,	  resources	  can	  be	  taken	  from	  the	  

general	  purpose	  Tier	  1	  farm	  (no	  service	  par<<oning,	  unless	  one	  
specifically	  configures	  it.)	  

•  Cloud	  compu;ng	  	  
•  OCCI	  compliance	  –	  This	  will	  be	  compliant	  to	  OCCI	  1.1	  (validated	  e.g.	  

through	  doyouspeakocci)	  and	  accessible	  via	  a	  CLI	  
•  Web	  interface	  
•  Both	  implementa<ons	  will	  use	  x.509	  +	  VOMS	  to	  authen<cate	  and	  

authorise	  users	  
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Some	  Upcoming	  Features	  
•  Dynamic	  virtual	  networks	  –	  This	  will	  not	  require	  using	  

802.1q	  to	  par<<on	  networks	  and	  will	  allow	  dynamic	  
instan<a<on	  of	  private	  VLANs	  (either	  local	  or	  across	  
mul<ple	  sites)	  and	  address	  assignment	  for	  VM	  isola<on	  –	  a	  
much	  needed	  feature	  in	  cloud	  environments	  	  
•  more	  details	  in	  Marco	  Caberles’s	  presenta<on	  [R7]	  

•  Integra;on	  of	  mul;ple	  authen;ca;on	  methods	  –	  The	  
current	  WNoDeS	  cloud	  Web	  applica<on	  and	  OCCI	  interface	  
use	  X.509	  +	  VOMS	  
•  this	  will	  be	  extended	  to	  support	  federated	  access	  

•  Storage	  volume	  support	  –	  This	  will	  allow	  dynamic	  
instan<a<on	  and	  connec<on	  to	  VMs	  of	  persistent	  storage	  
volumes	  
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Conclusions	  
•  Wide	  adop<on	  of	  open-‐source	  soRware	  and	  open-‐standards	  should	  be	  the	  goal	  of	  

everyone	  in	  the	  future	  
•  Up	  to	  now	  there	  have	  been	  a	  lot	  of	  cloud	  ini<a<ves	  at	  interna<onal	  level	  funded	  

by	  European	  Commission	  and	  local	  governments	  producing	  excellent	  outcomes	  in	  
terms	  of	  standards	  adop<on,	  open	  soRware	  adop<on,	  sustainability	  and	  roadmap,	  
such	  as	  Stratuslab,	  WNoDeS	  and	  SIENA	  

•  SIENA	  &	  NIST	  have	  developed	  a	  working	  rela<onship	  to	  help	  exchange	  efforts	  in	  
common	  needs,	  recommenda<ons	  and	  next	  steps	  

•  The	  near	  future,	  nevertheless,	  needs	  to	  consider	  the	  period	  of	  austerity	  that	  is	  
afflic<ng	  the	  whole	  world	  and	  that	  will	  delay	  further	  developments	  in	  this	  area	  	  

•  WNoDeS,	  for	  example,	  is	  a	  collabora<on	  between	  INFN	  and	  IGI.	  Therefore,	  
solu;ons	  to	  mantain	  this	  framework	  and	  con;nue	  to	  be	  leader	  in	  this	  area	  need	  
to	  be	  found	  by	  INFN	  
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