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● Security Information and Event Management

● Cloud, On-Premises and Container security

● Agents: Endpoint Detection and Response 

● Agents-less: Log Data Analysis and SSH polling 

● File Integrity Monitoring

● Configuration inventory, Common Vulnerabilities and 

Exposure scanner

● Compliant to PCI DSS, HIPAA, GDPR, NIST 800-53

https://wazuh.com/

url-shortener

● bit-shuffling approach to avoid predictable URLs

● Deterministic, no collisions will occur

● Rest API (token auth)

● Image and Audio Captcha

● Bootstrap Italia Compliant (AGID Guidelines)

     https://gitlab.garrlab.it/peppelinux/tinyurl

     https://github.com/UniversitaDellaCalabria/urlShortener

https://wazuh.com/
https://gitlab.garrlab.it/peppelinux/tinyurl
https://github.com/UniversitaDellaCalabria/urlShortener
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SIEM Crew (shuffled)

Ermann Ripepi ………. CNR IMAA
Damiano Verzulli……. Università di Chieti
Michele Pinassi ……... Università di Siena
Giuseppe De Marco . Università della Calabria
Enrico Ardizzoni …….  Università di Ferrara
Francesco Izzi ………... CNR IMAA
Simona Venuti ……….. GARR
Simone Bonetti ……… CERT-UniBo
Luca Vanni ……………..  ICRANET
Michele Albrigo ……… Università di Verona
Marco Cappellacci ….  Università di Urbino
Marco Nesler ……….... Università di Trento
Salvatore Todaro ……  Università di Messina
Marco Pirovano ……..  Università Bocconi
Giorgio Giorgetti ……  Università di Trieste
Luca Deri ……………….. nTOP lead 
Fulvio Galeazzi ………. GARR

GARR Lab bot
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A SIEM with an Open Source Stack

TrendMicro 2003 - 2013 CodeBase
OSSEC Fork
ansi C and Python
GNU GPL 2 LICENSE

Search Engine
Lucene Full Text RestFul API
Java
Apache 2 LICENSE

Data visualization dashboard (UX)
Javascript
Elastic License/Apache License
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The Big Picture
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Welcome to the SIEM (the Machine)
Overview



Giuseppe De Marco - Università della Calabria

GDPR requirements and remediations (Part I)
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GDPR requirements and remediations  (Part II)
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Security Events (Part I)
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Agents Installed
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Artifacts and Customizations 
Things done, for real

1. Documentation, Knowledge management (https://gitlab.garrlab.it/siem/wazuh)
2. Wodles enabled:

- OSQuery, OpenSCAP (Simone Bonetti)
3. Disaster Recovery
4. 2 Custom Dashboards:

- Top 100 Threats (Giuseppe De Marco, Francesco Izzi)
- SSH Anomalies  (Damiano Verzulli)

5. Lucene API and Wazuh-API usage  notes (Giuseppe De Marco, Francesco Izzi)

6. Telegram BOT  (Giuseppe De Marco, Francesco Izzi)
7. Custom Decoders and Rules:

- FortiGate Custom Rules (Michele Pinassi)
- HTTPd Log Auditing (Apache2 and NginX) Injections (XSS, SQL) and Error Codes 
- Shibboleth IdP Login events and Brute Force Detection
- django-audit-wazuh (https://github.com/peppelinux/django-audit-wazuh)

https://gitlab.garrlab.it/siem/wazuh
https://github.com/peppelinux/django-audit-wazuh
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Custom Dashboard: Top 100 Threats
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Custom Dashboard: SSH Fails
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Things not done
That would have been useful

A fully integrated Network Intrusion Detection System 
profile based on :

We know how we would do it, Security Onion!
https://github.com/Security-Onion-Solutions/securityonion

https://github.com/Security-Onion-Solutions/securityonion
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● Mobile ready

● Based on python short_url

● Full int18n support (Gettext):

○ available languages italian, english (Elis Bertazzon GARR)

● Audio (localized!) and Image CaPTCHA validation 

● Rest API with Basic and Token Authentication

● django-audit-wazuh for Wazuh SIEM integration
● https://url.garrlab.it

url-shortener 
https://url.garrlab.it

https://github.com/Alir3z4/python-short_url
https://url.garrlab.it
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Is there any questions?


