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GRID: distributed computing infrastructure used from many years in
the research environment for scientific applications

CLOUD: set of informatics technologies, the most developed by
commercial vendor, to use resources delivered as a service over a
network

PROBLEMS

® Grid can take some weeks to move the first steps within the Grid: obtain
Grid credentials, understanding Grid architecture, learning command sintax

® Grid and Cloud seem separate worlds, but they can coexist and cooperate

GOAL

® Service for simplifying the users in Grid e Cloud resources use,
hiding them the difficult of theses systems and making the portal a single
access point for both
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® Authentication/Authorization
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Authentication/Authorization elements

Portal: Grid/Cloud web access point,
based on federated authentication

Online CA: Entity that signs certificates, I
accessible only through CA bridge @

CA Bridge: service based on federated / \

access authentication has 3 main tasks:
CA access point, Proxy creation and VO
registration request

MyProxy: servers where the proxies are /
stored (long and short proxy)

VOMS: service for the VO registration
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Grid Credentials Provisioning

® Grid Credentials: Personal Certificate and VO
membership

Upload it if you already have one
Personal http://www.eugridpma.org/guidelines/pkp/pk-protection-1.1-2010092 | .pdf

Certificate

Request a new certificate using an online CA

* Set your role/group for the VO you are
already member of (if needed)
VO membership
* Automatically registered in a Catch allVO
with access to a limited set of resources
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Authorization: Portal and online-CA Interaction

|. Federated authentication for using the portal

2. During the registration on the portal it is possible to request
for a new certificate

3. A pop up window (CA Bridge web page) will appear

a. user are authenticated again (transparently thanks to the
browser's cookies )

b. the certificate’s Distinguish Name fields are filled according
to the user's attributes retrieved from the IDP

c. Users are asked for a password that will be used to encrypt
the proxy certificate

4. In a few seconds:

a. A certificate is generated and signed

b.  Along encrypted proxy (13 months) is generated and stored in
MyProxy Server Long ] IyP 1.4/
c. The certificate is deleted and the portal notified 2nor
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Authorization steps

I £ Reaister Now ) Sian In

& Personal data

Re User. Test Demo05
Institute: CNAF - IFTO NAZIONALE DI FISICA NUCLEARE

“=For more information youw?’
.. can see backup slide

Your defaul certificate is: /CN=Test Demo05/0U=cnaf/O=Istituto Nazionale di Fisica Nucleare/O=MICS/DC=IGI/DC=IT|

My VO
&) User activated

At the moment you have #1 VO associations.
Your default VO is: vomstest
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After the first time...

JeduGAIN 39'.9%

o A
)

From then on, users can access the -
grid by 2 simple steps: &wJ/

I . They authenticate themselves on
the portal using the federated
credentials

2. They retrieve their proxy
certificate (protected by the
password set during registration)

and it is copied on the proxy 12
server short (7 days) hour \ L{dars
MyProxy VOMS MyProxy EEE®RIIE
Short Long CA

CA Bridge

The proxy on the portal has 12
hours validity

7 days

| year
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Virtual Machine on demand

Web Terminal

i WNODeS integration Welcome Workflow ’a;n\on \'nd Use( #frmation Hyl:nu \dministrator Statistics
F X +} IGIPORTALWNODES
Hi Marco Bencivenni
® Possibility to obtain virtual [k |
h . d d stI: Lrt:; :zﬂslsl;%/;:g:}t?sg;e;sté{g}mL:tz:ggr}:}m.cnar.i.nfn.tt/htientit‘les=192>4/td_rsa
machine on deman e e
following SSH identities are being used for this connection:
Last lo;‘i’;':.".rm Nov 27 10:01:14 2012 from flyback.cnaf.infn.it
. . (R 72 N I A
® Authorization based on U e AN
| W I VO A A WA W |
Certificate and VO o 0 UL ot et 1 il 3
membership Caral: Lo 2.6.32
Days Up: 62
[dmichelotto@gridlabes ~1$
® Shell terminal integrated in
the portal web page
o

Portal manages also the key
pair for ssh password-less
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® Data management
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Data Management: Architecture

To avoid bottlenecks for the data
movement, files will be moved
through an external service

® A Data Mover service and a battery @
of SEs (portal SEs) are the main | W?b
. . t
components of this architecture nteriace
Transfer ____a______
® The Portal SEs act as cache S pEiei  Control
memory until the file has not been | Mover SEs Portal

transferred to the Grid SE (upload
phase) or downloaded by the user
(download phase)

Data
Jransfer

Data
Management

The Data Mover controls and
manages every step of the transfer

29/11/12 WS GARR 2012-Roma Marco Bencivenni



Data Management: Interface

® A new data management interface has been developed and it is now
available
® Complete integration with existing grid storage infrastructure: LFC and SRM
protocols. Ready to support other protocols as WebDAYV, FTP, MySQL ...
Welcome Workflow  Storage information X Settings My Data Portal Administration Statistics Help
} - . -
® Rename file/directory or - Em e 0
Create new directory gﬁm Bi.e E portal.italiangrid.it 8090/jquery/index.php’subdir=19040=gr7d7irti§pwd=/éﬁ/gridit/bencivenni/
i1 v\'i —
® Upload/Download files to/from e g File Upload
Grid (Resumable upload for large e T
ﬁIeS) ! ;pmd' + Add files... ® Start upload ) n o
. @Z:Vla KB/I268.£|33SKIB. olenza sz
[ ] Share ﬁles With: Othel" Porta-l i ;::: t“.ﬂ DataMover-Interactions-  268.83 b O Y. Y N
users or entire VO members [ BE - ] [l
. ]
® Replicate files on others SEs B9 veats |
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Applications

Several applications have been | SR ANSYS
ported in Grid qP

Home My Data Calendar Wiki Ansys Admin

NEW JOB

Applications used for different

. Show Details
ANSYS Insert input: Nessun file selezionato Upload 1

Scegli file
ID: ga Submit INT  Download Partial

disciplines: bioinformatics, ] suoms)
geophysics, chemistry ecc

® NAMD, Gaussian, Nemo, |
Ansys’ Blast ’qP I gric porkal /N‘_EM@

Home Storage My Data Wiki

For some of these applications vew 08 D

a specific and simplified but =

NEMO Defaul Value

Scegli file Nessun file selezionato Upload

Scegli file Nessun file selezionato Upload 1

Powe rfu I i nte rface has bee n ;1;;;:20012 10:48:16 Ompm-s fie name:  logname Set Ouputs Submit | INIT Delete
Select input file: Schermata07-2456120alle12.21.56.png §  Set Input
CPU Number: 4 35 Set CPUNumber
developed '
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Work in progress

Authorization: online-CA accreditation: CA and other components almost
ready, documents necessary (CP/CPS) will be submitted in Genuary

Cloud: continuing of test, the component will be in production for
February (EMI 3)

Data Management : Integration of Cloud Storage in Data Management
Component in order to move data easily from Grid to Cloud and vicecersa
(we are investigating if it is possible to use GarrBox)

Applications: Several others applications are waiting for being imported in
Grid
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Questions?

‘57:'/:;%3

Thanks

portal.italiangrid.it

igi-portal-admin@lists.italiangrid.it
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Backup Slides
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Online CA

Online CA relies on federated authentication.
Certificates can be requested:

® directly by users — at the end of the II

procedure they will have a certificate

installed in the browser @
® by the portal — users don’t have to \
manage a certificate directly

— — CA Bl

Software: E|JBCA (http://www.ejbca.org/)

® Hardware:THALES NSHIELD PCI 500E F3

®  Functional schema already discussed and 1lyPro.cy VOIS HI G Online
approved by EUGridPMA Sniore ? Long CA
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CA online — Security Aspects

° 2 tokens are created: one in the Portal and one in the CA bridge = if and
only if these tokens match, users can continue the certificate request
procedure

* TOTP Mechanism used to create these tokens (Time-Based One Time
Password Algorithm - rfc6238)

* Token=func(secretKey, time, IDP attribute)

— The secretKey is shared between Portal and CA Bridge and refreshed at regular
intervals — to check if the request really comes from the portal

— one or more IDP attributes can be chosen — this grants that the user is the same
who is logged in the portal

— The token has 2 minutes valid time — limited time interval to conclude the
operation

® All the connections are SSL/TSL encrypted.

® All the web authentications are shibboleth based.
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VO Membership

To be registered to a VO users must
have a valid certificate

Users with a certificate issued by the I
online CA are automatically registered to @
a catch-all VO

®* They can use a limited set of resources

CA\ Bpelgs

VOIS lyProscy Onlineg CA

®* They can ask for a new VO membership
(EMI-3)

Users with a personal certificate and
VOs membership can set their roles/
groups for each VO and choose which
one to use through the portal
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CA online — Flow Diagram

LI

| | | |
| | | |
: : : : :
IDP authentication I I I I
———————————————— I I I I
———————— I I I I
2 ________ | | | |
________________ | | |
atabase Check : : :
| | |
I I I
: . I I I
4 Registration Pag : : :
| | |
5 I I I
| | |
| | |
I I I
] I I I
IDP authenticatio ! ! ! !
| | | |
7 | | | |
| | | |
: “““““ Token Creation : : :
| and Verification | |
8 | | | |
| | | |
| | | |
—————————— e Sy ey iy Sy | 1 |
t | | |
: i ertificate Signi 1 1
| | Request | |
10 1 1 1 1 1
I I I I I
| | | | |
1 ! ! Create encrypted Proxy |
: : delete private key , :
12 : : : Proxy encrypted :saved :
I I I I
l l [ B roo T T Tttt
13 : : : User add in a catq':h all VO i
| | | |
| | | |
| | | |
| | | |
14 | | | | '
] ] ] ]
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