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Abstract. The "Encrypted Cable’, a secure and high-speed communication system for public communication
networks, is proposed as a solution for encrypted data exchange between nodes in a smart grid. Encryption
and decryption are performed on an FPGA using the QP-Dyn cryptographic algorithm. The proposed system
achieves an intrinsic throughput of 750 MB/s and has been successfully tested in encrypted transmissions
between ENEA sites in Casaccia and Portici.
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Introduction

In modern smart grids, both the energy distribution network and its associated data com-
munication network are extensive and highly branched. Ensuring secure data transmis-
sion and management is essential—from individual devices, such as smart meters in-
stalled in apartments, to entire buildings and neighborhoods [Fouda 2011]. These smart
meters, capable of bidirectional data exchange, may be located in private residences or
connected to charging stations for electric vehicles [Cheng 2024]. Encrypting transmitted
data is crucial to prevent unauthorized access and safeguard user privacy.

Various types of encryption algorithms exist, typically categorized into three main classes:
symmetric, asymmetric, and those based on hash functions [Alenezi 2020]. These algo-
rithms serve to protect data from theft, tampering, and unauthorized processing by enti-
ties responsible for managing smart meter data. Encryption requirements vary across the
hierarchy of the network architecture. While individual smart meters—often constrai-
ned in terms of computational resources—operate within private networks, higher-level
systems must handle significantly larger volumes of data. Although these upper levels
generally have greater processing power, they often depend on public networks, which are
inherently less secure.

1. Encryption algorithm choice

This research focuses on the development and hardware implementation of cryptographic
algorithms optimized for deployment on programmable logic devices, particularly targe-
ting the upper levels of the smart grid network hierarchy. A preliminary analysis was con-
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ducted to identify algorithms offering the best performance for this context.

In [Abood 2017], symmetric and asymmetric encryption algorithms suitable for secure
data transmission in smart grids were compared in terms of encryption/decryption ti-
mes and the estimated time required to break the encryption for short plaintexts. Among
them, the asymmetric RSA algorithm with a 1024-bit key [Rivest 1978] was found to
be the slowest, while the Advanced Encryption Standard (AES) [Daemen 2002] demon-
strated both the highest security and fastest execution. Additionally, in [Alenezi 2020],
common symmetric algorithms were evaluated based on throughput, encryption time,
and CPU usage for varying text sizes. AES, RC4, and RC6 yielded the best performance
overall; however, only AES showed high resistance to known cryptographic attacks, as
noted in [George 2023].

Based on performance and security benchmarks, AES emerges as the most suitable candi-
date for data encryption in smart grids. However, secure communication in this context
often requires additional cryptographic operations, given the hierarchical architecture
comprising at least three levels: from smart meters (lowest level), to one or more data
aggregation centers, up to the highest level (e.g., the power operator, PO), which is also re-
sponsible for key management and distribution. Asymmetric encryption is often emplo-
yed at this top level to ensure secure key distribution. For instance, the protocol described
in [Uludag 2015] uses the Diffie-Hellman algorithm for key exchange, AES-256 for data
encryption, and SHA-256 for digital signatures. Consequently, while AES is optimal for
primary encryption tasks, it must often be supported by auxiliary cryptographic mecha-
nisms to ensure complete security.

In addition to AES, the QP-Dyn algorithm [Abundo 1992][Accardi 2011] has also been
considered. QP-Dyn is a symmetric encryption algorithm based on the chaotic behavior
of a class of deterministic dynamical systems known as Anosov systems. These systems
produce very long periodic orbits that pass standard randomness tests, despite not being
fully chaotic, as their orbits cannot originate from irrational initial points.

A comparative study [Italiano 2009] evaluating encryption algorithms for mobile appli-
cations showed that QP-Dyn generates longer secret keys more quickly than conventio-
nal algorithms. Specifically, when comparing its stream cipher version to AES in Cipher
Feedback mode (AES-CFB), QP-Dyn—with a 279-bit key—outperformed AES-CFB with
a 256-bit key for input sizes greater than 256 bytes. Although AES in block cipher mode
(its standard configuration) remains faster overall, the performance gap is minimal (<60
ms) for blocks smaller than 512 bytes.

2. Hardware implementation and transmission tests

Secure communication between two users—referred to as the “encrypted cable”—was
implemented using the VITIS environment [Amd 2023], enabling encrypted data exchan-
ge via the AXI-Stream interface. The data (e.g., from a smart meter) are streamed from
memory to a QP-Dyn encoder. The encrypted data is then sent back to memory, with
overall latency primarily determined by memory access times.

The QP-Dyn algorithm is implemented using dynamical systems modeled as a matrix M
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of size d x d. Starting from an initial state S = [S , ... S ], the system generates an orbit S ,

01"

S, through the recurrence relation

S (de:ll\/[jyk S modp j=1.2,..d @

i+1,j=
The parameter p is typically a large number. In this implementation, two independent
dynamical systems M, and M, with d = 4 were used. Secret keys K, and K, were derived
at each iteration i from the states S, and S, respectively, using a Key Generating Fun-
ction (KGF), and combined via an XOR operation. KGF constructs the encryption key by
concatenating the words derived from S, (j=1,2,...,d) removing all leading zeros up to and
including the first 1.

The modulo p operations are efficiently handled using Barrett’s algorithm [Barrett 1986]
which avoids division operations.

Figure 1 shows a schematic of the QP-Dyn architecture. The “Dynamic System” block im-
plements equation (1); on even cycles, it computes the evolution of system M,, while M,
is updated on odd cycles.

The XOR operation on KGF outputs generates the final key

K =K, XORK

which is used to encode the input word via a bitwise XOR.
The initial states SO, ,and SO,B,
during the first two clock cycles via the multiplexer input selected by the condition i<1.

Once synthesized on an AMD ALVEO U280 board, the “encrypted cable” was deployed
between two nodes of the ENEA network: an encryption node at the Casaccia site and

which are parameters of the encryption algorithm, are loaded

a decryption node at the Portici site. The design was synthesized with a target clock fre-
quency of 100 MHz.
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The synthesis results are summarized in Figure 2, demonstrating the low hardware re-
source utilization of the QP-Dyn implementation.

The system was validated through a series of tests: first on a single node hosting both
transmitter and receiver on two U280 boards, and then in a real-world deployment betwe-
en the ENEA Casaccia and Portici sites. The first test evaluated the intrinsic throughput
of the “encrypted cable”, considering only encryption, decryption, and memory transfers,
and yielded a performance of 750 MB/s.

hereoemooeooas e e Hemmmeoemaneanas . S e + Fig 2

| Name | Lt | LUTAsMem | REG | BRAM | URAM | DsP | .
S bemeemmeieoaas e S s +

| Platform | 194876 [ 14.95%] | 23758 [ 3.95%] | 278667 [ 10.69%] | 330 [ 16.37%] | @ [ 0.00%] | 10 [ 0.11%] | Synth95|5 results
| User Budget | 1108804 [100.00%] | 578092 [160.80%] | 2328693 [100.00%] | 1686 [186.86%] | 960 [100.00%] | 9614 [100.06%] |

| Used Resources | 8840 [ 0.80%] | 44 0.11%] | 6351 [ 0.27%] | 4 0.24%) | ©[ e.00%] | 124 [ 1.60%] |

| Unused Resources | 1099964 [ 99.20%] | 577448 [ 99.89%] | 2322342 [ 99.73%] | 1682 [ 99.76%] | 960 [100.00%] | 8896 [ 98.4e%] | ON the ALVEO U280
| Memory2strean | 138 [ e.12%] | 77 [ 0.05%] | 1510 [ 0.05%] | 2 0.128] | e[ 0.0e%] | 0 [ e.08%] |

| Memory2Stream 1 | 1368 [ 0.12%] | 277 [ 0.65%] | 1510 [ 6.05%] | 2 6.12%5] | o[ 0.005] | ©[ 0.00% |

| Stream2Memory | 1194 [ 0.11%) | 367 [ 0.06%] | 1913 [ 0.86%] | 2 [ 6.12%] | @[ ©0.00%] | © [ 6.00%] | board

| Stream2Memory 1 | 1194 [ 0.11%] | 367 [ 0.06%] | 1913 [ 0.06%] | 2 0.12%5] | o[ 0.00% | e[ e.00%] |

| krnl_gp_dyn | 6338 [ 0.57%] | o[ 0.00%] | 2928 [ 0.13%] | o[ 0.00%] | ©[ 0.00% | 124 [ 1.38%] |

| krnl_gp_dyn 1 | 6338 [ 0.57%] | o [ 0.00%] | 2928 [ 0.13%] | o[ 6.00%] | ©[ 0.66% | 124 [ 1.38%] |

heememosToiTeiiTaoos S . - S E S S S TS boememoaeiaeaas +

The inter-site test, on the other hand, reported a throughput of 60 MB/s, limited by the
available bandwidth of the communication channel between the two locations.

3. Conclusions

We presented an FPGA implementation of the QP-Dyn encryption algorithm, which ge-
nerates pseudo-random numbers using a dynamical system. These numbers are used as
ciphering keys for point-to-point encrypted communication within the context of energy
smart grids.
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