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The challenge

The only real problem forthe Internet is scaling!
Mike O’Dell



Trust does not scale!
Taylor Swift
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44,600+Service Locations>106Countries 10,500+Institutions

Member
Pilot

25,000,000+Authentications per day

5%growth
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Identity federations
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A common identity layer
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3984ServiceProviders

9

214 Musers

10s of MweeklyAuthN

83
IdentityFederations

6340IdentityProviders

Federated identities enable users to access a wide range of services usingtheir account managed by their 'home’ institution
• Improves access
• Improves security
• Reduces management overhead and costs.
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Succesful for “classic” flow
• student – university – identity federation – service provider

Trouble in paradise – threat to NREN relevance
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Starting point
● Researchers conductingresearch at their homeorganisation
● Access to data / instruments atthe home laboratories based ontheir organisational / labidentity / permissions.
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Research Collaboration
● Researchers coming togetherfrom multiple organisations tocollaborate on researchprojects.
● Access to data / instrumentsacross organisationalboundaries
● Access based based on the rolethey have in the collaboration.
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Challenges
● How can we identify theresearchers from their homeorganisation?
● How do we know in whichcollaboration a researcher ismember of?
● How do we know what is therole of a researcher in aresearch collaboration?
● How do we know which services/ instruments / data sets can ausers access?
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AARC BPA to the rescue!
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But wait….
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The same architectural pattern (the
AARC Blueprint Architecture), using
proxies, turns out to be very useful for
• EOSC
• EuroHPC Federation Platform
• Erasmus Without Paper / University
Alliances
• EUDI Wallets

• Transition to OpenID Connect
• Transition to OpenID Federation
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EuropeanOpen Science Cloud
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interactive login of users
service to service

Initial EOSC AAI Use Cases

● Single Sign On Across
Nodes

● Cross Node Workflows
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EOSCAAI Architecture -March 2025 version
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The EOSC AAI Architecture profiles the
AARC Blueprint Architecture for EOSC
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MyAccessID - EOSCAAI Federation
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EuroHPC
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Alice Recoque, Arrhenius, DAEDALUS, Deucalion,Discoverer, JUPITER, Karolina, Leonardo, LUMI,MareNostrum 5, MeluXina, Vega, ...

BSC AIF, HammerHAI,IT4LIA, LUMI AIF,Meluxina-AI, MIMER,PharosAI2F, AIF Austria,BRAIN++, JAIF, PIAST AIF,SLAIF,…

Euro-Q-Exa,EuroQCS-France,EuroQCS-Italy,EuroQCS-Spain,EuroQCS-Poland,VLQ, ...
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MyAccessID - EuroHPC
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• HPC Datacenters are in the process of
transforming to Infrastructure Service Providers
with a diverse Service Portfolio

• These services become available in different
administrative and policy domains, which we call
Infrastructure Service Domains

• A common Authentication and Authorization
Infrastructure enables uniform accessibility to
scientists and engineers at European scale
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