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Italy's research network builds sovereign storage
- with no fallback to the public cloud

& By Mark Chillingworth September 3, 2026

© Audio mode

@) Dyslexia mode

SUMMARY: Protecting research and the truth is a technological challenge for Europe’s academic
powerhouses
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Preserving scientific data has become a pressing demand for TR PR a——
researchers and their institutions. Since becoming President

of the USA again, Donald Trump has instigated a programme
of research database deletion, especially databases that ,
disagree with his personal view that the world is not

experiencing a climate emergency. the'diginqhmigéapﬁgﬂgloy

GARR, an academic community in Italy, has pioneered a data

strategy that ensures sovereignty, increases data security and ~ /2551m Carboni, Chief Technical Officer of GARR

provides increased capacity to researchers. Massimo Carboni,
Chief Technical Officer of GARR in Italy, is leading the project.

GARR provides its members, the major and prestigious universities of Italy, with a high-speed network. Over 1,000
organizations are members of GARR, including cultural organizations, research centers and universities. Members
have access to a 24,000-kilometer fiber optic network that GARR says has a capacity of 39 terabits per second.
GARR operates as a non-profit association and is under the patronage of the Italian Ministry of University and

Research.

Data under threat

Across the world, researchers and their institutions are desperately trying to protect data from being deleted or
ensure it is hosted on technologies that are not US-based and therefore at risk of pressure from President Trump.
A US scientist told the BBC that they needed significant levels of storage and they couldn't procure it through
normal channels. The BBC report revealed that US flood, emissions, energy products and evironmental justice



data sets had to be rehoused and protected, and that researchers at the US Centers for Disease Control and
Prevention had to “frantically” find ways to back up important data following orders from the Trump
administration on what gender and diversity data can be published by federal departments.

David Patterson, Head of International at the UK equivalent of GARR, JISC wrote of the topic:
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A spokesperson for JISC told us the UK organization
is currently working on a data sovereignty policy. Name *

Name

The European Union (EU) has published a Cloud

Sovereignty Framework to help organizations in all
sectors define their approach to digital sovereignty

and how they procure technology services such as

storage and cloud provision. The French have been
the most active, announcing the Interministerial Directorate for Digital Affairs, which is a policy to cut the usage of
US-based technology in the French public sector and move from Microsoft Windows to Linux open source

technologies. Of course, moving platforms is a challenging process for any organization and will take time.

Further north in the Netherlands, the SURF network of 100 institutions has been working to identify and link its
members to alternatives to the major platforms.

Rising data levels

GARR and its technology leader Carboni saw that demand for data storage was increasing, as was the need to
protect that data from cyber security threats and other macro-economic challenges. Carboni says subjects such
as physics are witnessing an exponential growth in data volumes from their research, and an increased need to
securely share their research data. Systems for data storage and management, he says, must provide scalability.
He says:

n

For GARR, providing the research and education community with reliable, secure, and sustainable digital
infrastructure is a strategic priority.

This demand led to GARR forming a partnership with Cubbit, an Italian software-defined geo-distribution cloud
storage system provider. Carboni adds:

n

The adoption of distributed, geo-replicated object storage solutions is a fundamental step in responding to
the exponential growth of scientific data and new requirements for resilience, security, and regulatory

compliance, that allows us to retain full control over data while advancing a distributed,on-premises model,



consistent with GARR’s principles of digital autonomy and support for research.

Technology research analyst house Gartner believes European sovereign cloud Infrastructure-as-a-Service (laaS)
spending will triple from $6.9 billion in 2025 to $23.1 billion in 2027. Strong-arm tactics against European
institutions such as the International Court of Justice in the Hague, Netherlands could well be driving this

increased investment in sovereign laaS.

Geo-distributed choice

GARR's geo-distributed storage uses a network of on-premises infrastructure, essentially its own data centers,
plus the storage hardware resources provided by the member universities and research institutions that choose to
join the network. The Cubbit DS3 Composer storage software links data centers in Bologna, Naples and Palermo
as the storage layer of a broader five-site GARR network that also includes Bari and Rome for orchestration. The
system provides 1 petabyte of storage capacity, with the network expected to expand to all eight GARR data
centers across Italy. All data added to the network via the Cubbit technology, which the end user cannot see, is
then encrypted, fragmented and distributed across multiple geographic locations for increased security. Carboni
says only those with a distinct key for the data assets added to the network can access the data.

Each university joining the federated model is providing their hardware and infrastructure to the network, so each
benefits from the investments others have made. There is no fallback to the public cloud, Carboni says, but adds
that the network provides the institutions with the same security and flexibility of an AWS S3 account, for

example.

Carboni describes the geo-distributed solution as autonomy for institutions and users. He says sovereignty
debates often become about full self-reliance and keeping the stack disconnected from the world, but the users of
GARR need the power of the network, this system, he says, puts the users in full control: where data is located,
who has access to it, and which elements can interact with any single part of the system. He adds:

n

You need to share data without losing control.

My take

Detractors are quick to say Europe is not delivering technology businesses or solutions for the challenges it faces;
GARR and its leader Massimo Carboni, along with Cubbit demonstrate this is untrue and that alternatives to the
US giants do exist. In a polarised world, academic institutions and the truth that their data sets hold is more
important than ever, and sovereign systems are vital not only for the research community, but for the wider society
and its need for decisions based on the truth.
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The diginomica network brings together 400+ ClOs and senior digital leaders - an invite-
only community of practitioners discussing the reality of enterprise technology. Their
stories cut through vendor noise to reflect what's actually happening on the ground, and we
sense-check our analysis and editorial against the network to keep us rooted in the real
experiences of leaders and their organizations . Beyond the stories you'll find here, we
collect regular data and research from network members - giving us a uniquely grounded
view of the decisions, challenges, and priorities shaping enterprise technology today.
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